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Quick Heal Warns of Sharp Rise in Cyber Frauds Targeting Senior Citizens

Quick Heal Technologies Limited has released a comprehensive report exposing the devastating scale

of elder fraud in India, revealing that cybercrimes against seniors have surged by 86% from 2020 to
2022

Quick Heal Technologies Limited has released a comprehensive report exposing the devastating
scale of elder fraud in India, revealing that cybercrimes against seniors have surged by 86% from
2020 to 2022. As India's senior population is projected to reach 193 million by 2031, with 68% of
seniors already using digital platforms like WhatsApp, Facebook and YouTube, these findings
underscore an urgent national crisis that demands immediate attention.

The company's findings, carried out by researchers at Seqrite Labs, India’s largest malware analysis
facility, uncovers a calculated and predatory pattern of crimes that exploit the psychological, social
and neurological vulnerabilities of older adults. Unlike random cybercrime, elder fraud represents
what the report describes as "psychological warfare" designed to target the trust, politeness and
financial stability that characterize many seniors.

The numbers paint a sobering picture. In cities like Chandigarh, a single day's cybercrimes have
caused losses of X15-18 lakh, often targeting high-ranking retirees, while digital payment fraud
across India is expected to exceed Rs 1.2 lakh crore by 2025. However, these statistics only hint at
the deeper reality: criminals are systematically exploiting aging-related changes in brain function,
particularly reduced activity in the anterior insula, which is linked to distrust detection.

The analysis by Quick Heal Technologies Limited reveals three primary categories of elder fraud
schemes. Impersonation and authority scams create manufactured crises through fake police arrests
or banking emergencies, with some fraudsters staging elaborate fake Supreme Court sessions via
video calls to terrify victims into paying bogus legal fees. Technical deception scams prey on digital
unfamiliarity, with tech support frauds being the most frequently reported elder fraud type globally.

Most devastating are investment scams, which though less frequent, can destroy entire life savings,
as evidenced by a tragic Telangana case where a 75-year-old retired manager lost X13 crore after
receiving a simple WhatsApp message.



The psychological manipulation behind these crimes is particularly insidious. Scammers weaponize
loneliness by targeting seniors who live alone, offering fake companionship through romance scams.
They hijack the respect for authority that many elders were raised with, impersonating bankers,
police officers and government officials. Fear, ignorance and greed serve as the three primary
emotional triggers that override rational thinking and provoke immediate, often irreversible financial
decisions.

While low digital literacy plays a role - 45% of seniors admit difficulty spotting scams - Quick

Heal Technologies Limited emphasizes that this alone doesn't explain the epidemic's scale. The
company advocates for building a "human firewall" through open family communication, verification
habits and practical digital hygiene, combined with technological solutions like Quick

Heal AntiFraud.Al, which provides real-time protection against fraud calls, malicious websites and
suspicious apps.

The findings stress upon the fact that protecting India's elders requires moving beyond restricting
their digital access toward empowering them with knowledge, family support and smart
technological defenses. As the demographic shift accelerates and digital adoption continues to grow
among seniors, Quick Heal Technologies Limited warns that the window for proactive protection is
rapidly narrowing, making immediate action a shared national responsibility.



