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For a long time, Quick Heal Security Labs has been observing an increase in
ransomware which are built in NET framework. Malware authors find it easy to
build and compile malware in the .NET framework rather than orchestrating it in
other compilers. We have discovered one more ransomware whose name is
unknown to date. It has not left any footprint to identify itself. The ransomware
may have intentionally done this for evasion purposes from the security products.

We have decided to refer to it as “DecryptMe” Ransomware as its email id has a
DecryptMe string. This ransomware also adds file extensions that contain the
“DecryptMe” string. As its name signifies, this is decryptable ransomware.

As per the analysis & details, we suspect the system
was under RDP attack in this case. After successfully
gaining the victim’'s machine access, the attacker
has uninstalled the antivirus products, disabling the
windows defender & other security settings. And has
finally executed the ransomware payload.

Highlights of
DECRYPTME
RANSOMWARE

» Unlike other ransomware, it does not delete shadow
copies from the system.

» It has not used any name to identify itself.
» It has not stored any key in the encrypted file.

» It has not performed any network communication or
sent any data or key to the server.

» It has not deleted itself after encryption.

» The encryption key has not been encrypted with
other algorithms.

» This malware does not use any protection layer in the
executable.

» It did not create any mutex in the system.
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Let us analyze the file which is NET compiled. There is no packer or obfuscator
detected in the file. Below is the entry point of the malware. The main code starts
when Application.Run is executed.

Various suspicious strings are stored in the malware file, used during execution,
and various flags are initialized. Some Strings are EncryptionStart,
EncryptionRunning, EncryptionDone, AlertDone etc.
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- IsEncryptionRunning to check whether file encryption is running or not.
- IsFirstRun to confirm whether ransomware is running for the first time.
- IsRanRunning, to validate whether ransomware is running in the system or not.

It has a long list of suffixes used during the encryption process.
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Various registry keys have been stored in the variables, which will be modified later.

It checks the values of all the registry keys and stores them in a variable later
referred to in the infection process.

In the below code snippet, malware stores the username by calling
Environment.UserName. Then, it turns off UAC by changing its value to 0. A
hardcoded key (salt) used to create the complete password is also stored in a
variable.

It also checks whether a file clone is created or not. If not, it will create a path for
copying the malware file. The path where the file is copied is:-

"C\\Windows\\IDMLuncher\\helper\\test\\id\\download\\primer\\Settings\\bin\\d//\\
win\\temp\\date\lusers\\id\\v1"
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It adds a flag CloneCreated in App Paths registry
("SOFTWARE\\Microsoft\Windows\CurrentVersion\App Paths"). It also adds other
values in the registry like BaseUserCreate, which stores username, BaseUserOnline
flag as TRUE, and FirstRun as FALSE, which identifies that malware is not executed
yet in the current system. It also adds its executable name, the RUN registry, to
make the malware persistent.

...... - s FE- e

ab| (Default) REG_SZ (value not set)
ab| AlertDone REG_SZ True

ab| AlertRunning REG_SZ False

ab| AlertStart REG_SZ True

ab| BaselserCreate REG_SZ abc

ab| BaselUserOnline REG_SZ False

ab | CloneCreated REG_SZ True
ab|EncryptionDone REG_SZ True

ab| EncryptionRunning REG_SZ Falze

ab| EncryptionStart REG_SZ True

ab) ExpireTimeSet REG_SZ True

% ExpireTimeValue REG_DWORD (odB0000000 (D)
ab| FirstAun REG_SZ False
ab|lock_user REG_SZ False

ab| Searching_Dec REG_SZ False

ab| | JserdDSet REG_5Z EDno-2yfu-WF38-VPuR

The following section illustrates the code used to perform the activity explained
above.

Key Generation Logic:
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The malware checks the flag ISUserIDSet; if not set, it will call GenerateUserld (),
where malware creates one random string. This string has 16 characters; after every
4 characters, there is one hyphen. So, the total length of the string is 19. This string
is used to create the final password for encryption. This is also called ATTACK ID
which is also stored in each file extension of encrypted file. This ATTACK ID is also
stored in App Paths registry and in ransom note.

Example of an ATTACK ID: Z27b-ssOJ-7vkD-Dqgwv
Example of the ATTACK ID used in file extension:-

[FILE NAME].[Enc][decryptmeOO0i@hotmail.com ATTACK ID =
Z2Zb-ssOJ-7vkD-Dqvv + Telegram ID = @decryptionsupporti]

Now final password?2 is created by concatenating the hardcoded key (called salt)
and randomly generating a string (called password/ATTACK ID).

@ password
@ salt

=) passw ord2

Then this password?2 is passed to the Hasher function, which converts password?2
into SHAS12, and then finally, it is encoded with the basec4 algorithm.

Other Changes in System

Malware also disables the hotkeys related to taskmgr.exe, cmd.exe, and
powershell.exe.
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Pre-Encryption Settings

Before starting the encryption process, the malware creates a path and several files
named Enc_C.attack, Enc_D.attack etc. — one file per existing drive on the affected
system. These files store the complete path of files that are going to be encrypted.

+ Local Disk (C:) » Program Files (x86) » ChromePlugin » Enc_files

- New folder
MName : Date modified Type Size
|7 Enc_C.attack 6/16/20221:29 AM  ATTACK File 2,04 KB
| 7] Enc_E.attack 6/16/20221:23 AM  ATTACK File 2KE
| 7] Enc_Y.attack 6/16/2022 110 AM  ATTACK File O KB
7] Enc_Z.attack 6/16/20221:10 AM  ATTACK File O KB

Q{ C\Program Files (x86)\ChromePluginiEnc_files\Enc_C.attack - Notepad++

File Edit Search View Encoding Language Settings Tools Macre Run  Pluging Window 7

oy T = g

cHHE B4 hD2e|iny x| EEEIBEEEAC 2| BT
EEnc_C.aﬂackml
t:\pagefile.sys
C:\&Recycle.Bin%5-1-5-21-2451825539-1679521550-1424975596-1001\$I1Y3GEX. zip
C:\SRecycle.Bin\5-1-5-21-2451825539-1679521550-1424975596-1001\$R1Y3GEX. zip
C:\SRecycle.Bin\5-1-5-21-2451825539-1679521550-1424975596-1001 desktop.ini

C:%“$Recycle.Bin\5-1-5-21-2451825539-16793521550-1424975596-1001\ $RPD655P\idastam
T8.exe

[T TR VI SR

Malware also Kills the list of processes before encrypting the files.
The process list is as follows:

» Processhacker.exe
* Cmd.exe

* Powershell.exe

* Regedit.exe

» Sdclt

Encryption Routine

Malware jumps to the final encryption code after all settings. Malware uses the
AES-CBC algorithm for encrypting the files. It first drops the alert file in the current
folder; then, it compares the file name with the following:-

1) Its alert file name
2) Software list which is mentioned above and
3) Desktop.ini.

If it matches with any of these, it skips that file; otherwise, it will read the file's
content, encrypt the data, create a file with its extension format, write encrypted
data in it, and delete the original file.
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Malware renames each file as:

[Filename].[Enc][[EMAIL ID] ATTACK ID = [RANSOM STRING CREATED] + Telegram
ID = @decryptionsupporti]

| ATENTION. ATENTIOMN.. ATENTIOMN.. ATENTIOMN.. ATENTION... bt

| 010Editor.exe.[Enc][decryptmel0]l @hotmail.com ATTACK ID = Z27b-ss0)-TvkD-Dgvv + Telegram ID = @decryptionsupportl]
| assistant.exe.[Enc][decryptmelll @ hotmail.com ATTACKID = Z2Zb-5s0)-TvkD-Davv + Telegram ID = @decryptionsupportl]

| Changes.tet.[Enc][decryptmel0]l @hotmail.com ATTACKID = Z227b-550)-TvkD-Dgvw + Telegram ID = @decryptionsupportl]

| gt.conf.[Enc][decryptmel0l @ hotmail.com ATTACKID = Z2Zb-5s0)-TvkD-Dgvv + Telegram ID = @decryptionsupportl]

| Readme.tt.[Enc][decryptmel0l @hotmail.com ATTACK ID = Z2Zb-550)-TvkD-Davw + Telegram ID = @decryptionsupportl]

| wnins000.dat.[Enc][decryptmelll @hotmail.com ATTACKID = Z2Zb-550)-TvkD-Dawy + Telegram ID = @decryptionsupportl]
| unins000.exe.[Enc][decryptmed0l @hotmail.com ATTACK ID = Z27b-550)-TvkD-Dgwv + Telegram ID = @decryptionsupportl]
| uninsD0a.exe.[Enc][decryptmelll @hotmail.com ATTACK ID = Z2Zb-550)-TwkD-Dgvv + Telegram ID = @decryptionsupportl]

After successful encryption, malware restarts the system.
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Ransom Note:

Ransom note is called Alert file whose name is;
“ATENTION...ATENTION...ATENTION...ATENTION...ATENTION....txt"

ATENTION...ATENTION...ATENTION...ATENTION...ATENTION....txt - Notepad o -a =

File Edit Format View Help

what happened to my files? yvour files have been decrypted by me ;) for more
information send your Attack ID whit the folowing Email your Attack ID = Z2zZb-
5s0J-7vkD-Dgvv  Email : decryptme001@hotmail.com AND decryptme002@hotmail.com send
email to both Telegram ID : @decryptionSUPPOrTLl-- - - oo em e e
ATTENTiON==== s ———— Do not try to kill the ransomware in any wayDo
not turn off the systemDo not try to open Encrypted file Do not enter wrong code to
decode informationFailure to do so may result in the destruction of your information
foreverwhen the timer expires, your data will be Killattack ID also writed to end of
each file before pay you can send us up to 3 test file for free decryption (less than
5 MB) *#%*DO NOT PAY ANY MONEY BEFORE DECRYPTING TEST FILE®##

Decryption Routine:

When malware is executed again, it asks for a pass.attack file for decrypting the
files shown below.

EDno-2yfu-WF98-VPuR

[ Enterpass.attackfie |

It also has a decryption routine. If the correct pass.attack file is passed to the
executable, it restores all the settings and decrypts the files successfully. After
decryption, it restarts the system. Pass.Attack should have a base64 encoded
password which is created by the malware.
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Decryptioning ...

[ caUsersiabciDesktopipass.attack |




Conclusion
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By analyzing the malware, it's clear that it uses AES-CBC, which means it uses
symmetric encryption for encoding the files. The same key is used for both
encryption and decryption. So, it is possible to decrypt the files if we have the

hardcoded key, "salt,” stored in the file.

PREVENTION TIPS

+ Prevention tips

Do not download
cracked/pirated software, as
they risk backdoor entry for

malware into your computer

Don't stay logged in as an
administrator unless it is strictly

necessary

AR R

~»

Audit RDP access & disable it if
not required. Else, set
appropriate rules to allow
access from only specific &

intended Hosts

In almost all cases, attackers use PowerShell scripts to exploit the vulnerability
disabling the PowerShell in the Network. If you require PowerShell for internal use,
try blocking the PowerShell.exe connecting to public access.
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Quick Heal products are equipped with multi-layered detection technologies like
IDS/IPS, EDR, DNA Scan, Email Scan, Behavior-based detection, Web Protection,
and Patented Anti Ransomware detection. This multi-layered security approach
helps us protect our customers against Ransomware and other known, unknown
threats.
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