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THE SINISTER WORLD OF

GYBER THREATS

IN THE EVIL REALM OF CYBERCRIME
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CYBER THREATS EXPERTS,
Y ACROSS INDIA, THROUGH
QUARTER 2, 2023!

| am 45, and working in
Gurgaon as a School Teacher.

| lost Rs. 86000 recently,

because | accidentally [ am an Interior Designer and 36

clicked a random link on my yrs. old. | have my plans and
layout on my laptop which got

locked. Now | have recieved
a ransomware call.
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Dangerous Cybercrime cartels and evil hackers
continue to thrive and evolve, taking advantage of
unsecured systems

MEET THE VILLIANS

l:hmﬂﬂﬂlll:\

Grixba and VSS Copying ViperSoftX STORM
The Play Ransomware A Deceptive and Sophisticated The Phishing Mastermind,
Group’s Stealthy Tools. Has Malware that targets popular which sneaks into your devices
optimized the impact of their web browsers and poses a through fake emails and takes
attacks through enhanced major threat to both control of your computer, and
network-scanning, consumers and enterprises you won't even notice it!
information-gathering and worldwide.

stealing of important data.

Condi White Snake Stealer
The Botnet Cyber-Army A Slippery Silent
that targets routers and Linux Malware Invader
servers. It can even eliminate that steals user information
rival botnets and cleverly and sensitive data from crypto
erase shutdown commands for wallets, browsers, emails, 2FA,
non-stop chaos. VPNs & morel!

These evil forces make use of weak unprotected systems
through more advanced data breaches, intricate hacking
techniques and sly malware attacks.

CYBER THREATS DETECTED
+ ON LAPTOPS AND PCS

PER DAY IN Q2, 2023.
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Digital Users pan India
--~=> were affected in
different magnitudes.
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Top 10 Affected Cities

Kolkata 7.08 M | Surat 416 M
Mumbai 700 M | Hyderabad 3.50M
Pune 569 M | Ahmedabad 3.45M
N New Delhi 556 M | Chennai 236 M
N R Bengaluru 486 M | Gurgaon 2.01M
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Do you think your mobiles
& smartphones are safe enough?

Cybercriminals are becoming more advanced and growing in adaptability as they continue
to use innovative techniques across various platforms and applications.

Deceptive Spyware ‘ HiddenAds are Spreading via

Camouflaged as Third-Party Android Gaming Apps on

Modules - Posing as harmless Google Play - With their icons are
~)

software, this clever Software cunningly hidden to evade
Development Kit (SDK) detection, random ads from

releases stealthy spyware to unknown domains can fill up your

silently gather your device data, screen through innocent apps.
putting your privacy at risk! (

Beware: Fake Apps DAAM: Android Botnet with
Disguised as Legit ones Sinister Capabilities - It

- They can steal your secretly binds harmful codes
Facebook or Google . with legit apps to target. Once
credentials, track GPS, infected, the victim's device is
record videos, and under their total control!
transmit data to a

hidden server.

Smartphones

Threat Detections
1% Category Wise
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Malware Adware

8,184 1114 4,735

Per Day: 93 Per Day. 78 Per Day. 52

35%

But here’s the good news!
Our experts at the Quick
Heal Security Labs are
tirelessly detecting,
preventing, and combating
the influx of these digital
villains to ensure your
complete digital protection.

The world of cyber threats is evolving,
and so must we evolve with it!

Always be on the lookout for suspicious
emails and apps - they might be the bad
guys in disguise!

Keep your software updated - it's like
wearing armor against cyber threats!

Cyber Security ®
TIpS Use strong passwords to protect your
digital treasures from prying eyes!

Lock your sensitive online information
with Multi Factor authentication (MFA)
for that extra layer of security.

Remember, while our experts will continue to do what they do best, you're
the true hero of your cybersecurity adventure! Stay vigilant, and together,
let's make digital world a safer place!
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