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ENDPOINT SECURITY +
DLP FOR DATA PRIVACY

Seqrite

NOVA

Data Privacy Lite

Endpoint protection and data loss prevention in
one bundle for small businesses. Keep personal
data secure on Windows and Mac endpoints and
take your first step towards DPDP readiness.
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Seqrite NOVA Data Privacy Lite:

Small businesses hold customer and employee personal data every day, in
spreadsheets, invoices, emails and on laptops. India's Digital Personal Data
Protection (DPDP) Act, 2023 expects every business that handles this data to
protect it with reasonable security safeguards and prevent personal data
breaches. Most small offices have no dedicated security or privacy team to do
this.

Seqrite NOVA Data Privacy Lite brings Segrite Endpoint Protection (SOHO Total
Edition) and Seqrite Data Loss Prevention together in one bundle for businesses
with fewer than 100 users. It secures the Windows and Mac endpoints where
personal data lives, and stops data such as Aadhaar, PAN and card numbers from
leaving them.

Maximum penalty under the DPDP Act for failing to take reasonable
security safeguards to prevent a personal data breach.

L V) &
EPP DLP

Endpoint Protection Data Loss Prevention
SOHO Total Edition

Helps you work towards compliance with the DPDP Act, 2023



How It Supports DPDP Compliance

Seqgrite NOVA Data Privacy Lite turns proven endpoint security and data loss
prevention into the technical safeguards your business needs to protect
personal data under the DPDP Act, 2023.

Privacy Need

How Data Privacy Lite Helps

Capabilities

Reasonable security
safeguards (DPDP Act,
Sec. 8(5))

Prevent personal data
breaches

Know where personal
data sits

Protect data on lost or
stolen devices

Reduce exposure to
threats

Demonstrate
accountability

Multi-layered protection keeps
every device that stores personal
data free of malware, ransomware
and network intrusions.

Monitors and blocks personal data
leaving endpoints through USB
drives, email, browsers, cloud apps,
printers, network shares, clipboard
and screenshots.

Scans files at rest on endpoints for
Aadhaar, PAN, passport and card
numbers and your own keywords,
and reports where sensitive files
are.

Encrypts OS and data drives so
personal data stays unreadable if a
laptop goes missing.

Blocks phishing and malicious
sites, restricts risky web categories
and lets only approved applications
run.

DLP violation reports by channel
and data type, plus asset and
vulnerability visibility, show that
personal data is handled securely.

Antivirus,
Anti-Ransomware,
IDS/IPS, Firewall

Data Loss
Prevention,
Advanced Device
Control

DLP Data-at-Rest
Scan, Pattern
Detection

Disk Encryption
Management

Web Protection,
Web Filtering,
Application
Control

DLP Reports,
Asset
Management,
Vulnerability
Scan
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TECHNICAL SPECIFICATIONS

Endpoint Protection

Powered by Segrite Endpoint Protection SOHO Total Edition: enterprise-grade,
multi-layered security for Windows and Mac endpoints, managed from one web
console.

CORE & NETWORK PROTECTION

Anti-Ransomware

,]T r. Antivirus @
[@] Malware protection certified by I;—r_l Stops ransomware attacks and
—

leading industry certifications. automatically backs up selected file types.

IDS/IPS Firewall

——  Detects network activity that exploits Monitors inbound and outbound
application vulnerabilities and blocks network traffic based on rules.
intruders.

WEB & EMAIL PROTECTION

Ii Browsing & Phishing Protection Web Filtering
Blocks malicious and phishing sites, and v Blocks websites by category to

protects against email-borne threats. enforce acceptable-use policies.
YouTube Access Controller ——@>\ Vulnerability Scan

(% > Restricts YouTube access by category or ~ —— Summarised view of endpoint
channel for productivity and compliance. vulnerabilities by severity.

DEVICE, APPLICATION & DATA CONTROL

_@_ Advanced Device Control Zl Application Control

Policies for storage, mobile, portable and L Blocklist unwanted software or safelist so

@]

wireless devices and network interfaces. only trusted, approved applications run.
Disk Encryption Management Tune-up
Encrypts OS and data drives to prevent Cleans up junk files to keep

access if a device is lost or stolen. endpoints running smoothly.

VISIBILITY & MANAGEMENT

Asset Management coo] Centralised Administration
l;g; Full visibility of hardware and software [0 Web console with dashboard, group
on endpoints, with change tracking. and policy management, and email
and SMS alerts.
Automatic Updates Windows & macOS Support
@ The cloud-hosted console updates E Ox) Protect a mixed office from one console.
automatically, with no upgrades to Feature availability can vary by OS.
install.
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TECHNICAL SPECIFICATIONS

Data Loss Prevention

Find personal and confidential data in files and stop it leaving your Windows and
Mac endpoints, with policies that block or report every transfer attempt.

CAPABILITY

MONITORED CHANNELS

Removable storage
CD/DVD

Network share
Clipboard

Print screen
Printer
Applications

Email

Sensitive Data Detection

File types

Custom file extensions
Personal data patterns
Card numbers

Custom regex patterns

User-defined dictionaries

Policy Actions & Exceptions

Global action
Granular actions

Exceptions

Reporting
Violation charts

Detailed reports

Advanced Capabilities

Data-at-rest scan
OCR

Manual classification

WHAT IT DOES

USB pen drives and external hard disks

Burning in native mode or via third-party apps

Data copied to network locations

Copy and paste of sensitive content

Allow or block, with content analysis

Allow or block print jobs, with monitoring

Browsers, email, IM, cloud and file sharing, social media

Outgoing mail incl. SMTP over SSL, Outlook, webmail

Content-based: office, graphic, programming files
Admin-defined sensitive extensions

Aadhaar, PAN, passport, driving licence, email and more
Visa, Mastercard, JCB, Diners and more

Your own patterns via regular expressions

Keyword lists, whole-word and case-sensitive match

Block and report, or allow and report only
Separate action per file type, pattern or dictionary

Trusted email domains, applications, network shares

Last n days, by channel and by data type

Tabular reports of violations and data-at-rest scans

On-demand or scheduled scan for sensitive files
Extracts text from images for inspection

Users label files as Confidential or Public
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Edition Specifications

Default scope and system details for Seqgrite NOVA Data Privacy Lite.

Designed for Small businesses with fewer than 100 users
Supported endpoints Windows and macOS
Supported OS versions Windows: Windows 7, 8.1, 10 (incl. November 2019

Update) and 11 (Home, Basic, Premium,
Professional/Pro, Enterprise, Education, Ultimate;
32/64-bit where applicable); Windows Embedded;
Windows Server 2008 R2, SBS 2011, Server 2012,
2012 R2, 2016, 2019, 2022 and 2025 (Standard,
Datacenter, Essentials and other editions)

macO0S: Mac OS X 10.12to0 10.15, macOS 11, 12,
13,14, 15,26 and 27

Deployment model Cloud-managed console, no on-premises server to maintain
Licensing Per endpoint per year

Edition Segrite Endpoint Protection SOHO Total Edition

Threat protection Antivirus, Anti-Ransomware, IDS/IPS, Firewall,

Browsing and Phishing Protection

Control Advanced Device Control, Application Control
(blocklist and safelist), Web Filtering,
YouTube Access Controller, Disk Encryption Management

Visibility and management Asset Management, Vulnerability Scan, Tune-up,
centralised web console with email and SMS alerts

Data Loss Prevention INCLUDED

Monitored channels Removable storage, CD/DVD, network share, clipboard,
print screen, printer, applications (browsers, IM, cloud,
social media), email

Sensitive data detection Personal data patterns (Aadhaar, PAN, passport,
driving licence, email), card numbers, file types,
custom extensions, regex, dictionaries

Policy actions Block and report, or allow and report; exceptions for trusted
domains, applications and network shares

Reporting Violation charts by channel and data type, detailed violation
and data-at-rest scan reports
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Why choose Segrite NOVA: <2 &

o

DR U

alill

2

APPROVED

AVA CORPORATE
ENDPOINT

LI W pROTECTION
av-test.org £ WINDOWS

Data Privacy, Made Practical

A simple first step towards DPDP compliance, built on proven endpoint
security and DLP.

Built for Small Businesses

Sized for businesses with fewer than 100 users looking for fast time to
value.

Stops Personal Data Leaks

Detects Aadhaar, PAN, card numbers and your own keywords, and
controls how they leave through USB, email, web, cloud, print and
clipboard.

Windows and Mac Coverage

Protect the mixed devices of a modern small office from a single
console.

Simple, Cloud-Managed Operations

One easy dashboard, automatic updates and no server to maintain.
No technical expertise needed.

Proof When You Need It

DLP violation, data-at-rest, asset and vulnerability reports help you
show personal data is handled securely.

A Trusted, Made-in-India Partner

Backed by Seqrite, the enterprise arm of Quick Heal Technologies,
trusted by 30,000+ enterprises in more than 70 countries.

Segrite Endpoint Protection is certified as Approved
Corporate Endpoint Protection for Windows by AV-TEST.

TOP PRODUCT

Get started with Seqrite NOVA Data Privacy Essentials

Talk to your Segrite retail partner or write to info@seqrite.com to size your
subscription and decide on the add-on that fits your compliance roadmap.

Call 1800-212-7377 or visit www.seqrite.com. 07



About Seqrite

Seqrite is a leading enterprise cybersecurity solutions provider. With a focus on simplifying cybersecurity,
Seqrite delivers comprehensive solutions and services through our patented, Al/ML-powered tech stack
to protect businesses against the latest threats by securing devices, applications, networks, cloud, data,
and identity. Seqrite is the Enterprise arm of the global cybersecurity brand, Quick Heal Technologies
Limited, the only listed cybersecurity products and solutions company in India.

Today, 30,000+ enterprises in more than 70+ countries trust Seqrite with their cybersecurity needs.

SE&ITE Quick Heal Technologies Limited
Phone: 1800-212-7377 | info@seqrite.com | www.seqrite.com | @ € €@ /seqrite
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