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As festive sales heat up, so does the risk of shopping scams: How to stay safe

As festive sales drive online shopping, consumers face a dual threat from increasingly
sophisticated scams and the growing use of data-tracking technologies by e-commerce
platforms.
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As the festive season commences throughout the nation, so does the constant onslaught of
sales and heavy discounts on online retail platforms. Garbed in elaborate marketing schemes,
these sales offer the perfect opportunity for many to fulfil their aspirations, while for others, the
experience can be far less pleasant, due to scams. Over the past few years, there has been a
sharp rise in Al-driven scams and sophisticated phishing networks targeting online shoppers,
with festive sales providing scammers with a larger pool of potential victims.

As the year draws closer to a period of festivities, regular sales and online discounts will bring
scamsters into overdrive. Every contemporary method of jilting unsuspecting online shoppers,
from cloning mobile phones to operating fake shopping websites, is likely to be used by
scammers. But there is another, more insidious threat lurking.

Are your E-commerce websites scraping data off you?

E-commerce websites constantly scrape data to keep the four primary vectors driving their
websites in check. These four vectors include pricing, inventory, competitor strategy and
customer sentiment. The scraping does not only pertain to competitor websites. These websites
often look out for a few specific metrics to understand consumer behaviour on their platforms.



Modern systems use machine learning to understand webpage content contextually, rather than
relying solely on rigid HTML patterns. These systems can easily adapt to layout changes, extract
semantic relationships between data points and handle unstructured content more intelligently.
E-commerce websites use these systems for price checks on competitors, market research and
sentiment monitoring.

In some instances, retailers may gather device specifications, the OS in use, screen resolutions
and other details to uniquely identify a user. They may also use automated scripts and Al tools
to track real-time click patterns. Embedded invisible tracking pixels on third-party pages may
also record what products you view elsewhere and match that with your social media use.

For consumers, this means that the shopping experience is not always limited to the website
they are browsing. The data collected across platforms can also be used to understand their

preferences and serve them more targeted products, advertisements and discounts, even on
their social media handles.

During the festive shopping season, when consumers are already primed to look for deals, such
highly targeted recommendations can make offers feel particularly difficult to ignore. While
these tactics of targeting and finding out your key demographic helps business conglomerates,
they leave users in a matrix of advertising where their preferences on an e-commerce website
follow them as hyperlinks acorss the internet and social media, as if waiting for them to
eventually succumb.

While retailers use data and technology to understand and target consumers, the same
heightened activity during sale periods also creates opportunities for scammers to target
shoppers.

According to Varun Grover, Business Unit Head at mFilterlt, the festive season's urgency drives
conversions but also lowers customers' guard, and attackers exploit that with lookalike domains,
fake discount links, payment-page skimming and social engineering aimed at overworked
support teams. “What we see spike isn't sophistication; it's volume and timing.”

He further advocates for the necessity of taking a closer look at website health and security
basics before the rush, ensuring tokenised payments, multi-factor authentication, real-time
transaction monitoring, tighter vendor and APl access controls, and rehearsed
incident-response plans are all operational as necessary, says Grover.

Caution for consumers



While making purchases online, users should always be wary of fake websites and applications
that are purposefully designed to look similar to the original. Take a keen look at the URL and,
before jumping in to finalise your purchase, try to use the website or application for a while. Its
loading time and fluidity between hyperlinks could offer some indication of whether the
website is genuine or not.

Beware of apps or websites that ask for permissions to access your contacts, text messages,
stored passwords or credit card information.

A key thing that often gives fake websites away includes poor grammar across the body of the
website and misspelled words in an app's description or on a website.

Neeraj Kumar, CTO at Onix, stresses that consumers also have a role to play in protecting
themselves from online fraud, particularly when shopping on unfamiliar websites.

“Consumers need to bring basic caution to how they shop: verifying websites before entering
payment details, avoiding unfamiliar links, checking for secure payment gateways, and treating
unsolicited deals or steep discounts with healthy skepticism,” the expert said.

The expert added that businesses and consumers must work together, as neither side can
completely compensate for the other’s shortcomings.

“When businesses invest in intelligent, resilient infrastructure that can handle scale without
compromising security, and consumers stay alert to the warning signs of fraud, the overall risk
drops significantly for everyone involved,” he emphasised.

Fraudulent payment links

The sense of urgency and burgeoning pressure due to reducing stocks often leaves users in a
vulnerable state. In such a precarious situation, it is possible that a user might overlook the
legitimacy of a payment link and end up falling for a fake payment link that appears real but is
not.

Often, users receive such payment links as unexpected requests. You might receive a text
claiming to be from a delivery partner saying that you owe a customs fee, or an email that
appears to be from a vendor asking you to settle an invoice. Entering your card details or using
UPI to pay can lead to trouble.

Here’s How You Can Spot a Fake Link



Check the trail: A legitimate payment would be preceded by an order, a query or a conversation
you initiated. Ignore links that pop up out of nowhere, and try to avoid links that show
unsolicited payment requests.

Always try to ensure that the URL of the payment link matches the business in question. Most
often, the payment page from a reputable provider would sit on a domain you can recognise.

If you are unsure about a payment, refrain from clicking on the link. Online shoppers are also
advised to pay special attention to the payment amount before making a payment. If it seems
even slightly unfamiliar, do not proceed with the transaction.

“Major festive and discount sale events create a perfect environment for cybercriminals
because they combine high consumer urgency with a surge in digital transactions,” said Sanjay
Katkar, Joint Managing Director at Quick Heal. This makes shoppers more vulnerable to scams as
they rush to take advantage of limited-time offers and discounts.

“Fraudsters exploit this by launching phishing campaigns, creating fake shopping websites that
closely resemble legitimate brands, and circulating fraudulent payment links through emails,
SMS, social media, and messaging platforms,” the expert said.

The risks can extend beyond financial losses, with attackers potentially gaining access to
sensitive personal information or compromising devices.

“Once users interact with these touchpoints, attackers can steal login credentials, payment
information, personal data, or even install malicious software,” he added.

For consumers, basic precautions can go a long way in reducing the risk of falling victim to
online scams during major sale events. The expert recommends checking website URLs carefully
and being wary of offers that appear too good to be true.

“Consumers should verify website URLs, avoid deals that seem too good to be true, enable
multi-factor authentication, and complete purchases only through trusted platforms and secure
payment channels,”

However, the responsibility for preventing fraud does not rest solely with consumers.
Businesses also need to take steps to ensure that scammers cannot easily impersonate their
brands or exploit gaps in their digital infrastructure.



“At the same time, businesses must take proactive steps to protect their customers by securing
their digital infrastructure, monitoring for fraudulent domains and fake mobile applications, and
responding quickly to impersonation attempts,” the expert concluded.

The amalgamation of the possibility of fraud and new ways of tracking online consumers has
leaves them in a vulnerable state. One of the most recent incidents reveals how business
conglomerates are always on the lookout to capture consumer inputs wherever possible.
Developer Matt Callaghan claims he caught a website doing so while investigating why his
Bluetooth headphones stopped playing music whenever he visited the AliExpress website as per
a report from ARS Technica and The Register.

On diving beyond the surface-level checks, the reports suggest that he found two audio scripts
that, as he put it, were “extremely obfuscated” within AliExpress’s browser security and
anti-abuse tooling. Callaghan found that the code looked for data related to screen dimensions,
device memory, browser plugins, mouse movements and more, all signalling towards
AliExpress’s attempt to encrypt data and send it to its telemetry services — a comprehensive
browser and device fingerprinting program.

While it is impossible for a user to find out how their preferences are being tapped, keeping a
vigil over payment links and site authority is expected to keep you safe from phishing and
payment scams.



