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Seqrite warns of sharp rise in brand impersonation attacks

Brand impersonation attacks are escalating, with India seeing over a 300% rise. These sophisticated
schemes, leveraging lookalike domains and Al, bypass traditional network defenses. Organizations
must enhance external threat monitoring to protect customer trust and mitigate financial and

reputational damage.

The most damaging cyberattacks on organisations may never touch their networks, trigger security
tools, or appear in endpoint logs. Instead, they often begin with lookalike domains, fake mobile
applications, cloned executive profiles, or phishing websites designed to exploit the trust a business
has built with its customers and stakeholders.

According to researchers at Seqrite Labs, India witnessed a rise of more than 300% in brand
impersonation attacks between 2024 and 2025. What was once primarily an email-spoofing issue
has evolved into a broader fraud ecosystem involving lookalike domains, fake applications,
fraudulent social media identities, and stolen employee credentials circulating on dark web forums.
Attackers are increasingly combining these tactics with Al-generated content, website cloning, and
targeted social engineering techniques, making fraudulent communications harder to distinguish
from legitimate ones.

One case highlighted by researchers involved a customer of a private bank in Pune who received a
message requesting verification of net banking credentials following a purported security update.
The sender domain closely resembled the bank’s legitimate website, while the communication
mirrored the institution’s branding and visual identity. After providing credentials and a one-time
password, the customer reportedly lost X1.8 lakh. Investigators later found that the fraudulent
domain had been registered only weeks earlier and had been used to target multiple customers

before the first complaint was reported.

Researchers note that such incidents expose a gap in traditional enterprise security strategies.
Security technologies such as firewalls, antivirus solutions, endpoint detection and response (EDR),
and extended detection and response (XDR) are designed primarily to protect assets within an
organisation’s environment. Brand impersonation attacks, however, often take place entirely

outside that perimeter through malicious domains, fake social media profiles, counterfeit

applications, and dark web marketplaces. As a result, organisations may become aware of incidents
only after customers have already been affected.

The trend aligns with findings from the India Cyber Threat Report 2026, which recorded 265.52


https://ciso.economictimes.indiatimes.com/tag/lookalike+domains
https://ciso.economictimes.indiatimes.com/tag/brand+impersonation+attacks
https://ciso.economictimes.indiatimes.com/tag/brand+impersonation+attacks
https://ciso.economictimes.indiatimes.com/tag/malicious+domains

million detections across more than 8 million endpoints in India between October 2024 and
September 2025, averaging 505 detections per minute. The report found that Trojans and file
infectors accounted for nearly 70% of recorded attacks, while behaviour-based detection systems
blocked more than 34 million advanced threats. These findings suggest that cybercrime is becoming
increasingly automated and deceptive, while many risks continue to emerge outside traditional

enterprise environments.

The consequences of brand impersonation extend beyond direct financial fraud. Such campaigns can
contribute to business email compromise, misinformation, account takeover, customer attrition,
regulatory scrutiny, and legal challenges, particularly in sectors such as banking and financial
services, healthcare, education, and consumer-facing platforms. These risks also intersect with
India’s Digital Personal Data Protection (DPDP) Act, 2023, especially when impersonation schemes
are used to obtain customer credentials or other personal information through fraudulent

communications.

Researchers argue that organisations need greater visibility into external digital threats, including
malicious domains, impersonated identities, credential leaks, and fraudulent online assets, alongside
stronger protection of sensitive customer, employee, and business data. A broader approach that
combines external threat monitoring with data governance and privacy controls may help

organisations identify risks earlier and reduce the impact of impersonation-driven attacks.

As cyber threats continue to evolve, organisations are increasingly being challenged to protect not
only their internal systems but also the digital trust that underpins customer and stakeholder

relationships.
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