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Third-party cyber risk emerges as growing blind spot for Indian enterprises

Indian businesses face increasing cyber threats from external software and service providers. Supply-chain
attacks and cloud compromises are significantly shaping the threat landscape. Ransomware campaigns
have shifted towards targeted intrusions using remote service pathways. Many organizations lack
continuous monitoring and struggle with cyberattack detection. Third-party risk management is crucial
for data protection and regulatory compliance.

India's enterprises are increasingly exposed to cyber risks originating beyond their own networks, as
software vendors, cloud providers, outsourced teams, managed service providers, and digital integrations
become integral to business operations, according to Seqrite.

The India Cyber Threat Report 2026, prepared by researchers at Seqgrite Labs, recorded 265.52 million
detections across more than 8 million endpoints between October 2024 and September 2025, averaging
505 detections every minute. The report indicates that the threat landscape is increasingly shaped by
supply-chain attacks, cloud identity compromise, OAuth abuse, and Al-assisted intrusion techniques that
exploit trusted relationships alongside technical vulnerabilities.

The report notes that third-party access often involves persistent and privileged connections that may not
be continuously monitored. Exposed support tools, insecure plugins, cloud integrations, administrative
interfaces, and compromised software update mechanisms can provide attackers with entry points into
enterprise environments.

Researchers observed that ransomware campaigns have increasingly shifted from broad, opportunistic
attacks to targeted intrusions, frequently using supply-chain or remote service pathways before carrying
out data exfiltration or encryption. During the reporting period, Seqrite Labs tracked 25 major global and
regional cyber campaigns, many involving supply-chain compromise, phishing, and data extortion
techniques.

The report also found that network-based exploits exceeded 9.2 million scans, targeting internet-facing
applications including WordPress plugins, Apache Tomcat, and SysAid. Threat actors were also observed
exploiting enterprise platforms such as SAP NetWeaver and Oracle E-Business Suite to facilitate large-
scale compromise and lateral movement.

Segrite's Cybersecurity Maturity Survey, which included responses from more than 180 organisations,
found that only 33.7% of respondents continuously monitor their attack surface and take timely remedial
action, while 41.4% reported using threat intelligence to support proactive defence.

The survey further found that 56.9% of organisations were unsure whether they had experienced a
cyberattack in the previous 12 months, indicating potential gaps in detection and visibility. The overall
cybersecurity maturity score was 6.3 out of 10, reflecting moderate preparedness while highlighting room
for improvement in enterprise-wide risk visibility.

The report also highlights that third-party risk extends beyond operational security to data protection and
regulatory compliance. Vendors often handle customer information, employee records, intellectual
property, financial data, credentials, and cloud workloads. Under India's Digital Personal Data Protection



(DPDP) Act, 2023, organisations remain responsible for the handling of personal data across their vendor
ecosystem, making third-party security an important component of compliance and risk management.



