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WhatsApp Malware Warning: Hackers Use Fake Documents To Infect Devices

Cybercriminals are increasingly exploiting WhatsApp, particularly targeting finance professionals,
accountants, and executives, as warned by Quick Heal Technologies Limited.

Hackers Use Fake Documents To Infect Devices

WhatsApp is slowly becoming the favorite playground for cybercriminals. In a recent development, Quick
Heal Technologies Limited has issued a warning on an ongoing WhatsApp-based malware campaign
targeting finance teams, chartered accountants, individual business users, and senior executives. As per
the cybersecurity firm, the campaign spreads through compromised WhatsApp accounts and is evolving
rapidly, with attackers adopting new file formats and evasion methods to bypass security controls and
establish persistent access to victims' devices.

The firm cites an investigation conducted by its researchers at Segrite Labs. The study shows that the
campaign relies on trust rather than unsolicited messages from unknown numbers. Once a WhatsApp
account is hijacked, hackers use it to forward malicious files to the account holder's existing contacts.
Now, because the messages appear to come from a known colleague, client, friend, or business associate,
recipients may be highly prone to opening the attachment without independently verifying it. According
to the study, the attackers are using finance and compliance-themed filenames to create urgency and
familiarity.

Malicious attachments have been disguised as routine business documents, including 'Financial Report,'
'Outstanding Payment List,' 'Debt Confirmation,' and 'Account Statement.' Some variants of the same also
impersonate urgent communications from regulatory institutions, comprising the Reserve Bank of India
and the Ministry of Corporate Affairs. The campaign evolves via multiple delivery methods. It also spreads
via malicious Visual Script files, or .vbs files, sent directly through WhatsApp. The attackers later shifted
to ZIP archives carrying an executable and a supporting malicious file, using DLL sideloading to make a
legitimate-looking program harmful code.



All the infected systems can use an active WhatsApp Web session to automatically forward the malicious
file to the victim's contacts, letting the campaign propagate further through trusted social and
professional networks. Quick Heal has asked users to never open an unexpected file even if it is received
from a known contact, and the recipients should first verify the attachment.



