
 

Using ChatGPT Or Gemini? Watch Out for These AI Scams Targeting Users 
 

AI platforms like ChatGPT and Gemini are enabling cybercriminals to create sophisticated scams, 

exploiting fake subscriptions and AI-generated content. 

 

The rapid adoption of artificial intelligence (AI) 

platforms such as ChatGPT and Gemini is giving 

cybercriminals new opportunities to target users 

through increasingly sophisticated online scams. 

Cybersecurity experts warn that fraudsters are 

using AI-powered tools to create convincing fake 

websites, phishing campaigns and fraudulent 

subscription offers that closely resemble 

legitimate AI services. 

Fake AI Subscription Scams Becoming More Sophisticated 

Sanjay Katkar, Joint Managing Director, Quick Heal Technologies, said cybercriminals are 

exploiting the popularity of AI ecosystems through fake subscriptions, spoofed payment portals, 

gift card scams and fraudulent upgrade offers. 

“The rapid adoption of AI platforms such as ChatGPT and Gemini is creating an entirely new 

layer of fraud risk," Katkar said, adding that scammers are using AI-generated interfaces, 

realistic communication patterns and highly targeted social engineering techniques to closely 

mimic legitimate AI services. 

He noted that users are often redirected through fake advertisements, phishing emails or 

cloned websites that imitate official AI platforms, ultimately leading to credential theft, financial 

fraud or malware downloads. 

AI Enables Hyper-Personalised Fraud 

Varun Grover, Business Unit Head at mFilterIt, said AI has fundamentally reshaped the fraud 

landscape by making scams more scalable, personalised and psychologically persuasive. 



According to Grover, cybercriminals are now using AI to create realistic websites, AI-generated 

influencers, deepfake endorsements, automated chat support and fake subscription campaigns 

that closely resemble trusted platforms. He added that AI can analyse users’ browsing habits, 

interests and purchase behaviour to craft scams that appear highly relevant and credible, 

making them harder to detect. 

Experts Advise Users to Stay Vigilant 

Katkar advised users to subscribe to AI services only through official websites, avoid unofficial 

payment channels, enable multi-factor authentication and remain cautious of offers that appear 

unusually attractive or time-sensitive. 

 

Grover said users should watch for red flags such as unrealistic discounts, “free trial" offers that 

ask for payment details upfront, hidden auto-renewals, fake influencer promotions and 

suspicious payment processes. 

The experts also said organisations handling user data through AI-enabled services should 

strengthen their data protection practices, noting that any compromise involving personal or 

financial information could have regulatory implications under India’s Digital Personal Data 

Protection (DPDP) Act, 2023. 
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